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J dgmeg ©mbgbyg (Tier 2) 9wgdB®™BMTs63900L 5  2oaM0gdols
LobBYdgdol EMBEOMYds bmGME0IWEYds. 58 EMbOL IEO-39bEGHML 2o5Bbos
O0HY-2969M0@G™M0,  mwMdzs  ©9bom  IMTsMoygds @S 2o
9OMNSOIOD0 FogoLEBHMI00 bM®ME09WIds, M3 OIGI-3IBGHMOL 2obgMgdols
39633900 5EB35MBSL 35063 BHM390L. LEASGHOLEH03MMO FMmbozgdgdom, Jgmey
©@Mbol  sBO-390GHMOL Jdmdol Mm {gwofsdo Lodwmsemmp 22 Losmb
d950096UL.
J dgbodg  mbol  (Tier 3) dmbssgdms  396G®T0  y39wsxzgMo
©O0MGIM0s, o  FmMoL g gdBHOMH™MIMTsM39d0lL s oMo gdols
3520LGHMIWMOHO bsHYoo3, 9d0FMI Sbgmo 396G Hawrofodo bsdrswmo
U0 2 Bsdsmmom 0999 990dgds 3500003Mb.
J dgmombg  ©mbol  (Tier 4), yz9wsby ToeowdEyMs©  dmbszgdms
39639330 20aM0wgdol s 9w9dB®™339d0lL  dobodmd 2 sdBHomco
3520LGHMo0 FPomdL. STA35M0 396EGHMOL 2oBgIMIOOL 5¢EDBIMMBDS 930N
930695 s §9w0fodo LydMsEm 25 {rml 9o qbU.
9mbs399ms 396@GH®9O0L Loodgm FmddgEdol JOHMGOH Fobs3oMmMBIL 535M0gdOLS
39GoLEGHOMRBIO0LOET0  BEYMOEM™BS  FoMdmMmoygbl.  dofolidzMs,  fYomoMd.,
bsbdsMo, GHIMsJBHo o Ubgs gty  RodBHMOgdo 3960  bs  sbgMbgdwbgb
0b6x3mM>30wo 3Mm39L9d0L TgxgabYdsL 56 2oBgMYdsL. 58 oBBOL dolom{igzs ol
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MmO960b530900, OMIgmsg  dgusdsdolo  gobsblgdo  AssBbosm,  FoboMGo
5390, LoMgbgdzm dmbszgdms 39639l (Backup Data Center) s909b. 53
QOML MO0 56 39E0 BoDB0IMOO IGS-39DGHMO IO WMA03MO OEI-(390GHGO© SGOL
JE9Mo s gmHmgOHomol I)HgmdMosb LOOo 25dmlgmsg 30 0bxgmOTszowmwo
Lol 99930l 3mBomdsBg 2o3w9gbsl 396 sbbUL.

d939bmo  gogMogdol  LobGgdgdl,  OmmIwgdog  LLLYM39OHM  EIMBSHIO
A99396M5¢ M0, 3H9b0sbmdol s IBHZMOL 3MB39bGHOSE00L MMM gdsDY 529096
39Lwgbl. dmbsgdms (396@GHMYO0L M3 glMdS IMBSBOL ologMOGdWs© 35960l
3Mb030Mmgd0L  dgomEL  0ygbgdl.  b53egds© 300303 ©IGS-3963)Mgdd0
B399 906030 LogmRBs3bM3MdM  3mboEoMmbgemgdog 3o 890b0dbgds, mdzs od,
L5S3 390 LY0TYEOMBSS BMMBMZbOO, B3YE0IIMO 535M5EWIMS J50M0Ygbgds.

3596000 5300 9ds 39090 UJgdoom dmdomdl: ghgmds 3030 s 3bgwo 3sgGmol
LSFMAMBM  3MOHOEMMO0. 3030 359600 SHgMo 05GS30L J390mm FMIMSMOL
1539DGH0WsEOM 5GHgOOL 493w0m FogfimEads LEbYMHZIOM 356M5EIOL, Boosbsz 6-8
30M3530 LOMBM ,259M9d3L* (MOMMIMWO  35MOESD). Fobgwgdwo 3s9Mo
39300 39630 ©IMBE9dMwo  4sd)™m3900L  as3eom olgy 3MmboEomby®dl
9090905 45L58M0MGIS.

3mBogombyo

3590007 358(0¢n980U Uiglgds 8eabsigdods 396900

©OEO MmEIBbMBIO® LYMHZIOHMIMHO 535M5EGHIMOL godmygbgdolisl  359MHom ogMOEgds
©obdM  HFMEobgOL 396 3oLbMBL, GO 939G MMom OIS
©53M33w9dBHgomwo  LgMzghoms  39Mss bdoMs 20 3owmzsGodg  LomdmL
2399mgmal. sbgm MM Yoo goaMowgdol B93Ms© MRO® 9RIJAHMO TgomEL
04969096, Odgemlsi 40 3000Mm35¢358g LOMDdML godm@sbs Tgmderos.
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= 139m0399M0 = R E VIl SUR I
! 2I@IVPDZI@o AF93080 337000 Fysom )
(..
@0 3969MmIHmBo
-
—_— - —
e [ o ._ L]
— = - |
i 3 -  ma
|| - wan|
- W oay
| 1 ’

HagHgzab
333mA S0
29@3IBNZ)@o

330bs@an@e 2

{

1M my36sFocgdab
36

o
0F93080 330000 Fyshm @

P390 JCPIHO 003658900 Uglgdols bod=ydo

2093930  99dBHMMIMToM0a9gd0L 490939 39603900  dmbszgdms  39bGHMO 396
0099053900. 53 53M3565L GO-39bGHMT0 MO0 FM[ymdowrmds galobmMgds: OBYW-

39696053™M0 ©5 9193930 99dGH™™33990L Hgomm (UPS). 3063900l sb0dbmemqdsls
Joawsdol  9e9dBH®™™m33900L  gom0d30LoL  LobgMH39MM  IMBSBOL  535M9GHIOOLS ©d
39300 gdol LoLBHIYdOL 9EgdBOM33900m MBMMB3gEYmRs FoBmowyqbl, bmgom
d9mM9  35¢JOMOs ,50F0MOML  9EgdBHOMAMTM3gdS  Josdbs s OoBYE-
3969605GHMOL OOl 93BHMISGHMIOO0  29IOMZ0L  M53Yb0dgfodosh  dmbs3zgmdo,
52609m39 0HBOMBML 99dBHOM3565393M9d0L 8B03Mmd5HY s dsd30L 356bgdOL
30bE®Mmmby.

QO OML 3960 ©379MIMd0 HBIsOLHobISVIIaM S JOMdOL JEgdEEOMbY
LoLEBHYIPOL, MoEYPS6 Fomo FMPomds dmboggdms 3960, B39 gdmoz0 Lymxroly
msbgool sbsermyomMos.

9mb5(3908005 53853900, 99bsb30l s 333980l 0BRMLEHMWYIEHNMS

9mbs399ms Lo0dgEM T390, F9bob3gs, owoEIds WS W33 FMbBsEgdMS (396GHMOL
9005356 BoLosL FoMTMoA9BL. 30M39e $TMEIBIL LYM39Md0 gALIbMGO0, BgmMgls -
9dmbogdos  Lo3o3900, dgbsdgl - JUEWMIOHO  535MOGMMS, bmerm  dgmobgl -
139(3090BYOMYWO 535M5BHIWO YBOHMBZgYMG3s.

LgM39Mms SMBG3960 FM6Z35eBIOMZIB0s. IBETYTs3909e0 53M(356930L dobggzom
MmO560B5305L J90de9gds sl FoMIL MMYMOE 30b0ToE MO 3bR0YMMSE00L, S19g39
95000 boddwsgzmol  byM3zgMgdol dgdgbs s  @odscmgs.  gobivzgdos  3sbbog
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J0mbgzoHg: Mol Mbs MBOMB3grymBIl BYM39M0, 0bFMMT>300lL TT539d0L
oo LoBdoMgl, vy 0bgm®MTs3ow  6535090mb  3sMowgwHo  dodsGmn30l
395309005 OO MrMEYbMdSL?

Lobod MIMomo BM39MHgdL J939b9dMmIM, 503608bMmm®, MM yz9ws QodMMZOc
LoLG9dsb (3F30EBHIOL) oA JoMOMOE Jesliv Ymggb:

J OO 98-900 56w 99obxzmgodgdo (Mainframes) - dog. IBM z series

o 90b03md30mBHgMgdo (MidRange systems) - dog. DEC VAX, HP
AlphaServer, Oracle SUN SPARC, IBM Power Systems

o 9036003033099390Mgd0 (x86-Systems) — m9bsdgoMmzg LYMH3gHIO
396LMbsW MO 25dMM3omo LoBEHIGOOL MIMHZEGLMDS.

3906536903900 259MM3w0m0 3gd6030L OLEHMMOOL FoM0M7DY, FoUME0 by 3960L
50-056 fiemgddo 93d-ob 9Oms@gmo Lobgmdsls HoMdmoagbs, GMIgulsg 60-0sbo
Pgd0@sb  dobozmd3on@Hgmgdo, bmwm  80-056900©56  8030M3m330993 MO0
89995@¢95. 90-0560 {iemgdolomzgol 306390 mMo  3esbol  30330vGgMgdl  dglsdol
bo6xbg 490059969058  MHobolifo®dnBHY30wg0©bgb, mMdiEs s  (Roblszmmemgdom
30035605 IBM-0b 3906036)9039335) dmabgmbals 35Bs6rBg oMbgbs s wqbisg 930609,
05650 LBEGHOBOEIME LgadgbB by F/Tomdgh. Lbgs dbGOZ 30, dmbsizgdms 39bEGHMYdOL
1gO39OMS  HOLMWNGHMOO  MIMVIWILMdS  F03OMIMIZ0MGHIOM, 9.5  x86-
30940A9JGHIO0L 05BsBg 3FomdLs.

9505 d[o®mdmMgdE®, 9.0. High-end-big396m9dL H589b0d9 (36mdoro 3md3sbos (IBM,
HP, DELL s Ubggdo) «4d3gdl. dsomo d9d9bol  smEowgdermds dbmemm© ©o©
Lobgerdfiogm  (LsdobolEG®MmMgdo, Loffo®dmgdo) o 3JgMdm (3563900, dubgowo
3M3mO5:30900) )gLYdMEgdgdl AssBbosm. Algeglo Imfiymdowmdgdo (obowgom
br@omgdo 7,8,9) oo dmEmemdol Gglwuyedligdl (3OMmEgbm®Mgd0, Mm3gOHOGH0o
dgblogem9ds, JUgEMMO Q9EBHIMMDS) 89035390, B33 500 FolBgE S0LObYd.

7.HP SuperDome (Power- 9. IBM %3850 X5 High-end_Server.
at-once) — f430d0
$2630ad0b ba6haobo,
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390560900  bgedolofizemd Imfymdowmdqdl bsdMswm ©s dgotg LyM3z9Md0
0oM050099696, GmMmIcrgdog High-end-LgMggbHoms dbasglo bozsmsg (Rack-mountable)
56 slvsysdo (Standalone) gm®I-xoJGMMGO0M go3Mm©0sb dsDsOByY.

15039MOOL  MZoELIBOOLOM LYMHZIOME  3m3309GHIOM  0bBOILEHOIGHMEGST0
2396L5 399G gm@MIdIL 0di393L 9.0. Blade-LolEgdgdo (Half-Blade, Full-Blade).
obobo HMIgdoE d9Eqds M599bodg 35@oMs LgMzgMols (Blade Server omotdbgds,
OMamO3 BosOHMYdol Logsbol bgMz9gMo) s Fsmo 3MBEHI0byMoLASH (Enclosure),
6HM39wo3 9egdGHM™m3z900L, Jugeol 0bEgMHRgolgdoLs s 3mbOE0MYdOL LolEgdgdL
396G w0HgOMs©  goboggdb. LoFoMmgdol  890mbggzsdo  dgbodergdgeros
LYM390M9d0L ,,3BESE* Bob5(33¢0gds, FNW060 GBI MLgMOL 25030l A509Ty.

dmbs39dms LoEsgo (Data Storage) 0bgm®dsz00l d9bobgzol Lodwomgdsl Hocrdmoygbls
@5 LgM390Eo  LBoLEBHYIYIOLYSD  ITMMI0IOIWSE  50yYds.  Y39wsDY OO
dm3MEmdol s 3M0G03wo Imbsi3gdgdol dglsbsobs Storage Area Network, 0g039
SAN-@9dbmmmyosl  0ygbg09b, Omdgwog  bobdo 96 SSD-ob3gdom
©5303309JGHgoE Imbs3gdms boEs39gdLy s LYM39MPOL MDY 53538069dU,
a3 oo, M3E03MMOM 33560 3938060l s®bgdoL (Fibre Channel) godmygbgdoo.

653090  06@gbLoMMs  2o9mlisggbgdgwo  0bxm®dszool  (LamgbgMzm  SLiengdo,
560403900) 99005609000 0583 In{igmd0Mmdgdl 049b9d9b. Bomsb Y39y 9839JGHIM0S
Juoeo dmbsgdms Lbogsgo (NAS — Network Area Storage). gosGmMM© godmoygbgds
5369039 905 IMHO 2069 boliGo Igblogmgds (DAS - Direct Attached Storage) o
0530  9bGHMM-35U9B MO0  dsboggdo (Tape Storage) AMIGEZ5000560  56HJ039d0L
d9Lsbobso.

dmbsi3gdms  396¢HM0L  Jugmo  0bgMLGHMIGHMOS mMOo  doMomsEo  EGHo3dob
9mfymdomdgdoligob  dgpgds:  Jugeeol  3396d9d0Ls s Lo3zmdmbozgszom
30036963 gd0Lsb. 30639l 3539M36gdm  FoMIOMEBHODOGHMOMYOL  (Router) o
3009GHGMMJdL  (Switch), bmerm dgmégl - IgEowol (b3oergbdol) s Mm3GH036
390996 LoliGdgdb.

Jugol sfiymds dmbsigdms 396GH®T0 gOHMYHM Y39moDy Bodslbolidygdwm s
d6OMIsBH9390  LoJAgl oMMy gbl.  Ls3ToM0OLos  dogoblgbmm, ™I  LfmMgo
dmbs39dms 396GHMPOL 5()390500 06E9bLoMEO JugEGo GGmsxgo3oL bs3ogdo s 0d
9fymd0@mdsmy  Bsdmbomgzowo,  OHMIgEms3 99 Bo3oqdol  LHOsxns© o
25b6535MM©  BHOBLEIMOGHMGdS 935 gosm,  Bo3Tom©® OO,  dgzgbmm
3099G5G™MMgd0L  (bL30hgOOL) 0gMsMJomEro LoLEBHYIL, GMIWOL Y43z9wsHY IdSW?
Logggbmdbg 9.0. »)30™dob*  (Lodmwmeol) U3z0PgdL (Access switch) gbgogo.
LsODMol Bg0Ro, GMmaMmOE fabo, gho 6 9@ dos J39dugel gdlobwmEmgds o
mdmom dmbsizgdms 39bGH®To 9.0). 499s65fogdgw gohmob (Distribution switch)
doob yz9ges bbgs ,30mega0L" Abas3Ls. s dMErML, 45dsbsHowrgdgwo Lgobo ghmo

15



dbcm03 s bLYM39MJIMB 353060l bgohgdo (Server Access Switch, Top-of-Rack-Switch)
dgmeg  IBOHOZ 3950339090056  Imbozgdms 396GHOL  dmoegzsto,  g3z9wsaby
d30605M0MgdMmo  3mIMEIGHMO(gd)ol  (Core  switch) QoM qddo, Loy
0bx3m®Is30mwo  GHMoxgo3ol  Yzgwsbg oo ©@mbybg  4900530LsTMNYdS
bmO 309w @gds.

Data Center

Access 4 ~ =24 Layer-2 switch

0063390005 3969G0b Jbgerob beagso sGSoAITDIS

M3 9939bmm 139(30000BYOME BMFYMOOMMdGILSS, MMTIS I60TEMGdL
13509b  dMIMES,  ¥MBTsMgeols  (Firewall) 064309008 Fglermengds, 390-
33909008 s 93035309008  BOBHMO(305, MMRBOBsEooL Jugwdo M3bmbm
999mmfig30m0 x30gLoMYdS s 309396305 (IDS/IPS), 56EH030MH9lw9e0 (335 s Bb3s
dM535¢00 3609369 ™3560 3mbd0s FoMdmoaqbl. Logolm smhgMo s3m (35693l
bdoMo gomo dmfymdoemds (UTM — Unified Threat Management, oqo39 Next-
generation Firewall) slGwegdl, MmIgeos, 3boos, 1o3dsm© d3000 XIds @
dmbsggdoms 396GH®T0 9HmMIM Y439 oDy ,Bo35EGHOM” 5RO, Jugerol 3gM0dgEHMby
05309ds. NG Firewall-gdl 5{o60mgdqb 53063d9d0 CheckPoint, FortiGate, Barracuda,
Sophos s bbggdo.

9mbs3g0ms 35030l s0dgEMmdol M HOHB3gEymRBs

06836 3o30Mwo 3OmEgLYdolL FoMdmgds Fomdmmagbgmos LoMygdw0sbmdols s
15039MB0L  Fooo EMbOL goMgdg. Lo®golm d0BbYL-3HMEgLYd0 0dybo
930MMO 5993539005 ggdEHOHMbME-45dmm3zwom bolidgdgdl, Gmad Logddosbmdols
»J900BYC  FoMImgds 99230305  OLEHMMOSL  Bog985MMm™.  FgLodsdols,
0bxm®sg0mwo  0bgMILEOWIGHMOOL  Bgdolbdogmo  Fgxghbgds vy aobgegds
d90dgds  LgMombBmer  3OMIWgds b6 Lo 39GHILGOMBs©  0di39L
mO560Bs300Lm30L.
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Hobs 390539080 S50F9gM0wo MoMMgMeo IM{iYmdOwMds 09y 35300MH0L 15F5EdS

39025  300Ommeo  Bmbsggdms  396GOOL  BIMAWGITO 5 (300OESQ
95030609 5699 H9MbBbEHM 3d3mbgbEHJOL Mbs FgoEs3waL. g Folo
95905 OMamO3  LoobgobOHM  IM[YMdOWMBdJOL  (MBg3 30639 ™s3do 339
30L5MdMYM), s1g3g LBMZgMYOL, Fmbogdms L3390, JugEIH @S B30 OBYOW
335605&IM5b. 3990 ©59Yb0Tdg Fog9e0ml dobgzobosgo.
bgM39M90Ls o Jmboagdms  LoEeggdL MMl  MHgMbAEHBEGHWWwo 353006900l
MBOHM639wLogMmTBs© F9000930 Mbolidogdgdo GHocmegds:

o 4m39wo 1gMH396M0 s IMbs3gdms L3930 M33H03MOo 3533060l dobodmd

™60 5339000 (HBA - Host Bus Adapter) 50003963905

J LgMH396M90LS S FMbsEBMS L(39390L FMEOL 2obmog3LEYds J0bodwyd GO

33031160 3m39EsG™O0 (SAN-Switch)

o g4m39wo 1bgm39Mm0 s IMbs3gdms BsEsz0 gMMAsbgml dobodwmad mGo

b

Mm3G03M6O0  3mINEAIGHMOOL 293¢ 0m Server
©139390600090s.

000Mg Inigmdowwmdsbg b3zsslbzs Godol
393d06M0L  0bGHMRgolgdo  sMLgdmodl (FC, iSCSI,
Management, LAN), ®0gd03 965350013960m3560
3009960353000 5{gmdol Lo gdsls 0derg30b.
bsodgm 3530060l bdgds@meo  bodmdo

93999905 LB by.

361594303 53900m5© godMY3500y905 300335600
HP-U d¢090-b9g6396005 5 3mbsggdoms bo3o3900L L
o630l LobGds. 0o 3woqbd-LgMzgMol Storage Hardware

360bgodom  3MFomdl,  Loog  3ogb@gdl

50bodbmmo  3m33s600L  dengo-bgmz9Gm9do, p X
dmbsggdms bo393900, SAN-Ugz0hgd0 ©  MEBEEIo 353806900 LgH3gGH9BLs
8333@366030 jbg@ﬁﬁ)o 3(*)618@)5@)0)6)860 @0 9mBoigdms ba3o39dL dmEol

$o68Mo9696, G®MIgEmog FsGm30l b330 O

33565 v dmergdl (iLO — Integrated Light-out) vyco5996. iLO-8cm@©wgagdls 30039,
Jugemeo, 9.9, 9969%99¢)-90533H9Mgd0  galobEds, MHMIGEMS B GIOMSE3
d9L5dgdE0s FMFYMBOLMBsMS ITMMJINYO JoMmMZs F5d0bsg 30, BMES obobo
300MOHDME00.

9969%396¢3)-bgMH39M0L ML HBgdmm sOfigMow 1dgdsBg b3gE0sMMO 3OHMYMSTs On-
board Administrator 05359mdL, MHMIGEMbs3 o3l 0yMol yzgars iLO-0m@Iro o

om0 396@®90BgdMo  FoMM3s  bMO3090Yds.  965EMAO0MMO  535M5G IO
MBOHMB390gmRs  4o9Bb0s bbgs Fo®mBmgdgems dmfymdowmdgdlsE. 394905,
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DELL-@0630l  bgM3zgemgdls s  dmbsagdoms  Lozeggddg  iDRAC-0m@memgdo
2459Mm0g9gbgds, bmem  3m33s60s IBM-ob 3356093bg 0b&H93m06Mm9dme  dm@vyegdls

3396d0b 3560L3M9gd0 (Node Canister) gficqg0s00.

[ HP BladeSystem Onboard Administrator

System Status El B
wiew Legend i
Rack Overview - 3nd-Rack
Updiated Wed Aug 28 2013, 14:37.00
89 ¥ 4@ a8 Rack Topology Lot
System Status 10 0 1 1 a
Enclosure: R4_E5
= ear ie Enclosure Meme:  Ré_ES
Reck Overview Serisl Number:  USEDDGYORE
Rack Firmware . 08USEODSYORE
Part Humber S07019-821
2 ;2’22 Asset Tay
a
2 R3E3 UID Stete @ o
2 R3E4
~ R2E m Insight Display
B 1. HYPERVTERMI Linked - Signed In
iLo
Fort Mapping
B 2. HYPERWTERM2
iLo
Fort Mapping
B 3. omsape Enclosure Mame: R2_E2
Lo i i i i Sefial Mumber: GEES1SINYVL
Port Mapping == =N = = LD 083E6E51 SINVL
4. HYPERVTERMS 2|l 2 3 ) 2 2= e " Parthumber: 412152821
5. HvPERVTERMS A2 S S St a w s  amftmt Asset Tag:
6 HYPER' TERNM4 e b State @ o
7 HPvD2 E1ELELS
B 5. Hevit BB Bl E T —— B st visplay
[ Irterconnect Bay: ‘ ‘ | | — .
B3 Power and Thermal LH AEHEH 2 tH Linked - Signed In
Users/authertication
Insigitt Display
Linked: R2_E2
B oot g it i Enclosure Mame:  F3_E3

on-Board Administrator-ols 0b996%%390b0

3960LEHMS M350 7gMM3560 30380M0OL 06EIMHBgoLYdL goizegl (FC - m3Eozw®o, LAN
- Jugeméo, SAS - olgwemo s USB). 6Gmym63 Lweesmosb Asbl, gmggu
9mfiymd0mdsHg 306033 MO0 593500 JMmEMEol 06@gaM0Mgds 9g0dewgds, Moz
3939060 L50dgEMdSL 535 gdL (EOLIMOO JeSLEIOHOL Loboom).

635605300 IT-06836MLE®NIEHwMOL LoMagdwosbmdols s
155009000 MBOMB39gmBOL 5356M5EME0 s 3MHMYMTMMOo
1534950090900

150650660 0b6g3MHLEMHIGHYIHOL LodsM™535 LoELIOLME FPOPIMO 335MOEHWIO S
36MyM59M0 155 YdGOOL B53MGOO HMLGIMBL. 3OMYMSTMEo, bdoc Jgdmbggzsdo
390-05H0M90990o 0bLEHMTIEHJOOL LTG0 5ETOBOLEHMEHMMYIL F9wydeosm
553300000696 5 2953bGHOMEMb dmbsizgdms 396GH®OL IMBdSDBTo  FHgbosbmdOL,
399396053 MO0l s 8B3M056MdOL  356M5d9@®M900. dmJdggdl  F9EYmdobgdgdol
(bmEH0x03530900L) LgM30L9d0, MMEs 3bMdYd0 bmMToEL gosbzgzol Tgbobgd
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5QJ0boLEHMIGHMOL LoGJgBRMbm Bo®ol, gargdBHOmbmwo {gHool 6 yzgwsby
bdoMo Im3wg G9JuEHMo 993EHYmd0bgdol gm™Iom dov)zs.

03039L6 0gds 90dgds OBIW-29bgMBHMOIO0LS S MfY39@0 33900L Hgommgdol
d9LobgdsE. 39-16 LmEombY Im(390w0s 30335605 NetAgent-ob UPS-ols doGogol 390-
0506900 3MMYEM>30L 0bEIORGOLOL GMSRT96E 0.

F 7 e T spesdmume < ¥ 18 enterit x ¥ i e

I
I

[192 166 33 33

4
&
H

Fesal

dmbspg00s 396¢9®ob UPS-0b 8s5(030b 0b996390b0

JU9meo  dmfiymdowmodgdol, LgM3z9Mgdols s dmbsgdms  LoES3900L B30l
L53000bgdBY LOBGOLSL MbEs A930m3z5oLfiobmm, HMB oliobo 24-Ls50056 M950080
bgwdobsfzmdbo bs 093696. WwmIsGs, BYMHZIOMS MBIBF0 FoMINZ0L
396530505  39BbMME0gwgdol Y4z9wsbHg 3MIBMOEGM 0bLEGHMMIIBBHL oMol
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9mboGMMoL  godmygbgdsll  M399gbodg  LYM39MOL  LsTsMMOZ9©  3MIMYMSTMWO
39sMmM30L 39039Md0m, MOLMmZoLsE LYM39Mgdo L3ggoswe KVM Switch @&odol
3Mm0MAGHMOL  094gbgdgb  (Fogowoms  8-3mMGH0sbo  MasterView  dgodengds
©535b5bgermm). KVM-130P0ol  gdog®sgos 890wgaos: Keyboard, Video, Mouse.
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96003690mMds 300093 MBOM  2o0DMYdS.  Fo0BOYds  BMbsi3gdms  39bEGHMYOOL
796y gddo dmdmdegg LgM30L9d0L MOMmEYbMdS, Ho®dM0ddbgds sbogro LgM3z0LgdOL
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d9L53530b5, IMB535¢do IMbs3gdMs (396EMIOOL 52900L S FoMMZOL LBgMMAIo SHogE
30662800 ©> Bgh03n Losberggdh Ybws ggrrmEno.

LgM39GHMEo LolEgdgdol s3MmMgEds s 53905 3M3MMIEoe Juigergddo
5659900039 0630003530090 39dbmmy0gdol  obgzomadgds  3mA30wE e o
Jugegdol  obsdg  obogw  58m35BgdL  59gbgdl.  3MM3MEMBEOMWOo  0bxgmEMPs3z00l
9 37@MmOoLy s Jugargddo 0bRMmMTs30Eo 65350gdol  B3530L9dM0 BOHOL 4odm
Jugedo  0bgxMm®ds300L  GHMOOE0MEo  Igm©gdom  dgbobgzs, 3390 o
3900539bs  bsboGIXgdol 33390060 BOIL  0fj393L, bemerm  dmrosbo  Jugwrols
3396430boGM9gd0L 99399BHOM™MdS 8339MS© 93995.

3o LOm3mbol dBMWMEIB 0bBMOIs30ME FgdbmEMa09d80 3MMHIMMFOEO
JBogdol a36MHMgdBHYdOL s 5900l sbowo BgomEgdo 9330MEYdS, MMIJGELMS
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99068360903w-11396H 30330 gOHYWO 50JoBgddHmolbs @  OLELgdol
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L53000bL 51939 36033693560 SO0 »MFOMO3L.
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3990y9g690m 9009l gHgds. 65IOM0L 53EHMOO 5 3OM39LOL sdGHoWEMmO dmbsfoerg
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3600369035696 03O gdgdDBY:  Z0OEHMOODOGOS @S €GO
304039 BH OB 3000©9ds. gobboeros Ggm™M©Yd0E, HMIJWMS Bodwoegdom3
L9gM396MEo LolE9gdoL dz39wo 5MJoEIJBHMOOL sbowr FHgdbmeEMa0gdBg FMMyqdS
bgds dgLsdergdgero.

20



0565390Mm39  LM39MImo  LoLEYdgdo.  FmM3mMsgommo  Jugeols  BgMzgvero
LBoLEBYIoL BMYSEO BAHOMIGHWGS
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00539 LgeM396MDg 0gmb 2s6mogLgdIo. sGLYdMBL by3dsm© dmdbowo Tgommgdo
dmbs3gdms  Lvodgm  dgbobgols o  0bxz™OTs30sLmsb  MfyzgBHo  f3omdol
BMHMB3gboymBe©, mmdags dmEgdeo doymds 35063 Lsgzdomo ,bobGos“ o
3o9Bb0s  ®ogo  653e0Mm35690900Ls5,  MHMAYEMRD  M30M3Z9wglo  MYLELYdOL
?Ys0Momm  botxgs mMbs doz0Bbomm.  Lgmzgmmo  LobiGgdol  306M39WO
30JoG9dBcs 89@b93egds© 0m35¢obfiobgdl ymgzgero LgmzgMol (Hobsdg Tasm
LoOGLMOLE IMObM3gbgdL, MMI3s MEOYIBOBIE0L 0bBMMTs30MEo dMmMbM3bgdoL
39BOEOL 335 H335¢  bYM39OMo  LoLGHYIJIoL  FomDg  TmMqgds  bo3dom
635393900 Boddgs s 3609369 ™396 B0bIBLME s FOMIom IBIHIOIN GBS
©53533069d0.
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96153500560 Q9MbGH00m, M3 3boos, Fsmo 3063000 49FMYgbgds
2396L539Mgd0m LYMZ39MHY Lol dgddo dowMqdgEos. 3M0E03 o 0bZMEOTs300l
(L9d9b3Mm o LOIBWZI3M FMboExdMS BDBYdO, Lobgedfoxzm @S JMO3MOSE30YICO
0bx3m®3o305) 9O  9aBYI3sMo Tgbobgzs 0bRMm®Ts300L  ©H39MP30L  MMBEE3
9060850 MHOlZom odsMmmWgdgw0s. LoMgHIM3Mm 33060930l s SMJoz5300l
(0b. d398mm) 0bLEBHMMIIBEHJO0 T9g0odwgds 0bBMMTs300L  39MR30LA50 M93WH3E30L
9emgeom  dmbgdbgdmer  Igomo  dogoRbomm,  dsmo  edmygbgds  s0b3
365153856M0L05 063MMTs300L LyodgMm F9bsb30l 369dBH0IMWI© FoMBEHMmYOMEO
MBHOMb39Ymzobmzob.

30330993900 535M5E )OOl 3FoMHTMGOGd0 2300535HMdGb Lb3sILBIS Lodw)oegdls
0683mMdsgomwo  LoFo@dolb (Redundancy) dobowm{igzs®, MMIGEmoxash gzgweby
3305 otg dgblogMgdsdo 2obsagdmwo 0bxgmMszool MBdEOMgdOL
99356099900 9690 fmqdmwo RAID-@E9dbmmmyool 9498mygbgdom, Gmdgwbss
dm3g© 993909000
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d965b30L Lo0dgEMBOL 550 9doL Lb3zsslbgs sEMMOMTgdL JgoEsgL. Loegolbm
MLYdIMOL Modgbodg RAID-s5GJodgd@nds (RAIDO...RAID6) 56 sMdJodgd@rdoms
3M3d0bs3os  (Fsp. RAID1+0). JoGormem  s0G0-Lemgbybg bobligbgdo  Gg@dobgdo
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99902
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(»9J6GHOVEMIGOOL) FoEgdoLs s Fomsb 9damd d0GHdol MMIgErody Lsfyobo
9000936M™MdoL 5060l Lodmogdsl  0dergzs.  98sbosb,  LESbIMEHWwo
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056M0900L  25o3LgoSL, G oo godmygbgdol  93mbmBoOMISL s
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0UL30sbo  dsllogolmzol LolsGygdem dgblog®mgds dmerosbo IgbliogMgdols 90%-s
995009968 (Bdmaog®omo Fobsdo®mdol Fglitrmwgdols dgdmbgzglzsdo), Moz oL3GOOL
L0030 sbobgol 50%-mob Fgostmgdom Fomswro doh3zgbgdgaros. ™sbsdgMmgy
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©OU3d©  Yo0dEYds, bmerm 9999y 935OHM3900  3OMAMTom  JGLodEgdI0s
3949600 wMmy03MH0 LI TS OGO JsLOZ0L WMYO3WE GHmIgdsw (LUN
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©90MdIb O 3930560 OLZMOO LogmEoL Bofowrs® (M3ISEME OLIYdS)
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39BTowo@ 935M0GHW0s, 0MdiEs 990dwgds 3MMAMITMEOE 0Yml, MHMES 058
3990mb3wol L@300o SOBYGOMBL. 3MBGHOMEYMHO 56 3o 3g bdgdol Loboom sGIGOMDdL
(986OM ddws3zmo BbJgomboswom), 96 0639aMoMgdmos 3:m8309GHIMHOL 800350

3535BY.
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056539060m39 3mOH3MM30w Jugegddo godmygbgdero 0bgmmds3E0ol IMEIEMds
2396MbMgs©  0BMHYds.  0bZMOTs3z00l  F9bsbgol  Bgdbmermaogdol  Fbsto
3G M9Lol d0bgs350, sbowo gomEgdol gdmmgdol s9930WYdIMds EOMOL
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93069 9mb53300093d0 bgds LoFoMm. LoEIOLME 3MH3MES30MEo 0bgM®MTsi300l
d9bsbgol  y3z9msbg 33N Bgdbmermyosls  dgbobgol  dEMegscmbosbo
5MJo@9dBH«es (Multi Tier Storage) o0Imo9blL, GMIgedois 39M339w9o Fabgdol
Loy dzgebg 938mygHoos bbgoolbgs HomBdmgdem®mdols s VoMYdIEgdol
dmgmdo™d900 0bg3mMTs300L 9bsbgzolmzols s dsmo ddsmmzgero 0bEgemagoligdo.
LYEOIOLME 50b0Tb M{YMmdOW MBS T9FIAO 3eoligdO FJgodgds 4odMZYMoD:

SSD (Solid State Drive) - 3g4o®lbgweosbo ©@obzwmemo Ggdbmermaos, MmIgerog
B5bg396990BHOM 39dbmemaosl 953dbgds s LogmzgwmomE EbMdoEo BE9d-
d9blogcmgdol  LobMmbodl  [o®mBMoYIbL.  2odmoMBg3s  MOMELOE  FoPOEO
30oM3MgdMOH™MOOm s 515939 B0 Folioo;

SAS/FC (Serial Attached SCSI/Fibre Channel) - bol® ol3gdbg 92990 Ggdbmanmyos,
Omdgedoi  06xm®mdszos 39300606 FopslboBds®osbo  sGboo  (syowomsc,
M330311M3MF3M3560 56MH0) 20503999, brrgrm 0653035300l F9bsbgzol woMgdemgds
15305M@ BIOY;

SATA - bol® ©@oL3gdbBg 939990  HJJbmEmaos, GMIgwdog 3Mdd0bs30s
"8056H3M9dMHMDS/©00MYOMgds" 439e0BDg M3EH0TIEME0S;

LTO - 96360 (9gdbmemmaos. 439eoBg 05530 ©s ds¢dfomdmgdeymo LoliEgds
06x3m®353056msb 03Y3OIMd0MO F0TSOMZO;
Blu Ray - 06gm®ds300lL 9965b30L m3303296M0 39dbmemaos sdswro woMgdvegdom
QO 5953854MB0¢9g090 3HoMHTIMYGOIOMOOM.

363653099 068MEOI5300L B3B3 BH03oL LoE0398d0 Fobsfowrgdolisl Jmszs6
59m39bsl Immbmgbols dobgzom dolo 3eslogoEo®gds Fomdmoygbl. LsFoMms
d9LEOMEEIl 0bxzMOTs300l LslogmiEbwm (303eol sbseobo, GMIWOL EOMLSE
0633939, M3 EOHMOL 3mb30MgE M 8mdgb@Edo 3mb3MgE Mo 0bgmMmsizos bdoMow sb
6530900 LobdoMOom 0(33¢gds, bmwm Moo 8mdgbEGH0WIL 040 3MgEH0IMWSE SMOG
360 byFoGm.

365¢r0Boll  3OmEglbdo  QoLOmM39eolHobgdgEos  IRGMZOWo  0bxgmEmTs300l
9m3MMds3. LHmOgo g 356589@H0 25653000093l 861635¢0Mb0s6 0bZMEMTs30vmem
U53939000  dmboggdms  BogMszool  LyFoMmmgdsl s  LobdoMmgl,  GobmgzoLsog
139305 MM0 3OHMYMHFMO N HOHMBIIWYMGs SOLYGOIMBL. 0g0 53BMIsGHVIO M9:508d0
SbEOMOL 0bRMOT5300L FoOEIBIL FM535¢EMb0BO 5GIJ0EJJEHMOOL BoMYE9gdTdo,
06g3m®3s300L LEHIEGMLOL omzswolfobgdom.

056599060Mm39  3MM30M530w  Jugewgddo 0bxzm®mdszools Fgbsbgol s dsGmzol
439Dy m3BH0do®  LEAOYIGHMMI©  Lsdmbosbo  s@JodgddHmes  (3-Tier
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Architecture) 0m3wgds, MMIGEdoz Yymzger ©Mmbgl L3NG  539dMGds S
50m 356900 gosBbos.

\\____________.../

—

0630265953000 G9bsbgol bsdmbosbo sGjodaidertrolb beagsoo bglgds

30039, 9.0, 9oMmMgdOH™MdOL ©mbyby (Performance Tier, Tier 1) 306M39woso,
g439wsdg bdoMo  godmboggbgdgwo  0bxm®dszos  0bsbgds. dmigdmeo  mbols
130b039O0 999500390 ™ds  Fo®mdmoagbl LHGsxddgoo SAS/FC-olizgdol dsbogls
0bx3m®3s300L Loodgm Fgbsbzols RAID-06¢3965390L9000. 59539 ©MbgHg dmosBEMdS
SSD-o0l3gdol  goM339M0  MomEIbmdsz  goblogmmMgdom  od@Evewmeo
0bx3mms30Mwo 35103900l Fglsbsbos, MMIEs XIOXRIOMOOM 53R35M0 EOL3GOOL
b39060000 Jowo 3mOH3MOM30ME 0bgMOTo30ME 3539000 XIM 300093 WIOSE0S,
boE 95000 Lod3069 296530MMDdYBL.

dgmmg ombg (Capacity Tier, Tier 2), HG™Igebsg "dmEwemdomo ©mbg" gfimgds,
3MO3OM53008  JOMOMOEO,  TJOIMGOom B3 gdsdE Mo 0brM®As30v)o
dsb039gd0L  Fgbobgols qdLobwEgds s OHmymOmE fgbo, SATA/RAID-E9dbmermaoom
62560900 2569 IgbllogMgdols Js103930L gOHMNMBEOMBDL FoMdmoygbl.

dqLody, oMJogsgool mbg (Archive Tier, Tier 3) gMdgegso@osbo  sGJoz9d0L
dgLoboboos  4ob3mmzboo s  WgbGHMmo  ©@s  ™m3BHozméo  d9dbsbzgaro
9mfymdowmdgdol Loxwdz9wHgs 5390w, sTLMSD, Bmymea Hobo, dMommodgdo
©@9b@MMo  dgblogcgdols  535M5GHMMSL  9b0Fgds, MMM  dgblogMgdol oo
dmE3MEmdobl, sls939 dgbliog®mgdol dmfymdomdsms (Fgblog®Mgdol 3sL9EHYo0) OO,
53¢Mbmdon®mo LobGHYdgdol 53930l TglodergdEmdsms QoM. 5MJo35300L ©E™byHYy
0bx3m®3o300L (33¢00gds 96 Hodws dg@fiows dbmemo Fobofo® gobloBrztrme,
3390350056 39ML39dEH 03530 bgds.

S0f9M0  ©Mmbggdl MOl  0bBMMTo300l  53BMAsGHMMO  F0YGMSE0S,  OMAMOG
503600bgm, dmbs3gdms FommM30L Hobolifo® 4oBLIBOZIOMO Fqlgdom LMD,
d9Lsdsdolo 36MyM53M0 BMHMb3ggmzol 399mygbgdoo.
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9mbs3g30s LsE93900

fobs J3900300 gobborm@mo dmbsizgdms 9gbsbzol 30bBozMMmo 0bxg®msli@Mmddmmols
56036055 06RMmMT5300L LYOTYOM O M3EH0TIE MO 9bsbzoL MHBOMblgwymays
5 OMMwo dofimEgds dmdbIsM9gdwgdolmzol. dgmmg dmmbmgbs 3039w By
56565390 3609369 ™35605, M50 0b6xMEAs300L Q305690000 Fowgds bJoM
0900393500 dobo  5MHTogdol BHMERLLos. LOEIOLME  SOLYIMIL 0bgMOTs>300l
dgbsbgol  olgmo  LobBHYdgdo,  OHMIIoo3  IMIBIsMYOEGOL  FMbH390906
95Jb0F>E MO 9BIJAHIOO0 F0TSOMZ0L S Fomo Bsodgm Jgbobgzol LyFsEGdYIL
L535BMd7b.

39630bowMmm ©59)b0dg 439eoBg 29303100 BolG9ds, 39Mdme, DAS, NAS o
SAN-Lol@90900.

DAS (Direct Attached Storage) - dm{ymdoergds dos dgblogMgdom, 30MH30M
"96M00©JOs F0M0MO©  3m330BHIOL O JOMOMIPI®  WMISIOO Lo HYMH3M
33069001 58m 356901 9aLobm@gds. Bo0GH0350 MHMA 3004350, DAS 560l B3gmegd®ozo
bolGo ©olL30, ®MIgos 3MLEBHMID EL39300MYPIWOO BIOMMMO J93M IO
SCSI-&9dbmamaosl (Small Computer System Interface) oggbgob.
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DAS-bobBdgdol bggds

DAS-bob@g0s 396 MBOHMB39wymal dmbsigdms LomgHgMH3Mm 3M306M9dsL G5dgbody
3L B0sb, 3009d9@ gL FmboEg0ms gobsfogdsl. 593500 Imgmdowmdols sygbgds
LBomgBgO3M  3m3060930L  0o8RILOBO  FoMOBGH0S,  MWIES  F9FMMBOYYIMIO

993b530g0500 OO MOYRSBOBI300L 3mI30BHIOME Jugwrdo.
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(85250005 62 s 1825 y)
dm399Mwo  H9Mdobmemyools  4s8myggbgdoom  Lagbgmzm 30306900l LyH3oLL
3999905 J90m3m035Hml  0bxzmMTszo0l Lsbomabwm 3ogwol bdgds, MmIEol
60880 9399905 BoboBby.
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originali

originali da 4 ,,aqtiuri” sarezervo waiSala 4 ,aqtiuri” sarezerv
asli
faili ganadgurebulia

31 dRis

62 dRis Semdeg

Semdeg

1, pasiuri“sarezervo asli

06006053000 bsbogezbere 303¢00b bod«ydo bs®gbgtgem 303009800 bobdgdsdo

G603 BgInm d0379D0MYmM, 560J035300L 3ME0B 035 89360 bobyMdwog ™ol
9mbs3390Bgs  domzwomo (396l LobBgdsdo  3sbomEo  sSlirgdol  LogmEberol
bsba®A03m0ds Fogbo@n® 35L93H90bBg 1825 gl d95009bL), MMAEs sGJogzsEool
300@030L 99899353900 Fgligdo LseYHBYM3M 33060900l 3ME0EG030L sbsErMmyomeo
D9LgdoLb 30106303 WoE 56 QoBLL33WYDS.

535390000 LMY BgIM3M 33060930l dmEgero

535390000 LsMIYHIMOZM 3030609001 5TMEIBSL GBLbEMGds BoMTs> Seagate-oll NAS-
bggzgeo BlackArmor 110, ®mdgwosg 1 GHIMd0EGH0 0bxgmEmIszool  dgbsbzols
L5 gdSL 0dEg3s. BYM39MOL LObIMRJOEM 30LgdsMoRsb Tgodwgds 2odmzgmm

d900990:

o (M350 Jugeol OB 9300 (b539PIM0 ObsToMEO
96 LEAOBH0ZMMO, oo 6 Q509 IP-0oLsdsMMO0);

e MH9LOLYdOLS s FMIBIsMYOYEMS FoOMZ0L 1O3MYIMO 3OIMYMSTMEO
900639y 3s (99gHaboe 39-0bOHOBIoLom);
o LsMH9DIM3M 3M306930L sTs3HYd0MO BMbJiE0gd0
o 9mbs3g8ms 56 LOLEBHYIYIOL 5MYIDS WMIsE MO JugEOEsb;
o ol3mMMo LogMEoL O6BsTONMHO  QoRIOMMYds 2oty bobGo
©ob39g00m, OneTouch-@Egdbmemyools godmygbgdom;
e Jmdbdsmgdgmms bbgoobbgs LssmMobgm BsbsfgMgdom LoegbgMzm
bEgdmeb  oxBIMIBE0MgdIMwo  i3mdol  MBWgdgdom  FodsMMNZ0L
Lodmo9ds;

o J6535¢0M03bM3560, 439wsHY 293MEIXIOI0 BS0EMo LgMH30LgdOL
5 B50OOo LobBgdgdol (CIFS, NFS, FTP) dbstsFges
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Bggbo  LoLBgdobomzol  NAS-LgH3gOo  4sdmygbgdme  0dbs  2oblogMNMGO0m
3003030 0bgm®mdszool  (Ambsggdms 05900,  99dBHOMbMo  GmbE)
Lo HYIMZ3M 33060900LMZ0U.

300&M5m®o Jugagdols s390s

LYOOMBMWOo  3MO3MOS30MEo  Jugwol  30OHGVSWOBYOIMo  gM39MHYIEo
504039 Bcs, Gmam®3 Hgbo, oMy mEabmdols 3dwsgM B0B0IMNMO 3mbBHJOL
Jonbg  4obmMogLgd e FMZ9WMOEbMID oG E  Bsbdobgdls  Fgoioegl.
339dBHMOM035, JugEol gmgzgwo bgM30LolL  2sb35MAMgdsdos ghmo b dg@Ho
300G MOH0  3obgobs,  MMIwgdos  Lo3dom® Moo  Bdgdoo  9M0sb
OHN0JOMS39330090b0.  FoQo0mMO©,  JoBomymMo  bgdzolbo (AD, NIS)
dmombmgl  Msd@gbodg  LgM3zgML  Loo@gdol  dgbsbgols  @s  M93e035:300L
5dm396900LmM30L. 08039 990dgds 0mgasl 390-gMH30LOLLS @S dMbs3gdms BsBYdOL
35LEgMH0BE00Ls s 093035300l 53M(35690by.

Bod3900@56  259mB0bstg, MIMsm© 30MEHMSTMMO  bYM39MEo  bobEgdol
3oGyergddo  LgMz9MMs  XyMBJdoL  F9Jdbols @s Tomo  MYOHMOYGOHMASToX 36O
L5F0oOMYds  FoMBMmoTMmds.  IM39dmwo  58Mm3BOLMZOL,  M30M3ggl  gmgzEobs,
LGobIO GO JugEMMmo 890MEYdO FAM0Yghgds.

BMYoo©, 30MEHMMO0 3567965 3oMEMIEM™O dmfymdogmdol (Virtual Appliance)
Bs0MLobgmdss, beaenm gl v35658369e0 Hobslfot sa98M s 3MmbgoymMoMgdmwo,
d9LoLEOMWYOEOE  PodBIIOMEO  3OMYMTds,  MMIgEoE ™30l TgLoggemOol
396530 bobGgdosbs 990dwgds 30MENSWIOH 0bBOLEHMMJGIMST0 Bo0bgMamb.
300?95 )MH0 dfYmdOMmds 990dgds 0gmlb M300 M3gM30v90 LolEgds, 153500
s bgo.

3000 3sbJobgdol s 3mbBHJIOl 29633990 LoIMOZEEOLASD  B00MYdS
300319se®o Jugergdo (VM Network).

VMWare vSphere-ols 365303490 0bl@M«)dgb@gdo
Ud939%0 (Maps) 0b6xBOLGHOMIGHMOOL  3OMYMHTOL  JMOB0IMEo  3:m33mbgbE 0.,

Omdgog  bJgdo@mo  odmbobogl  ©odM300 dMEgOgAL  0bRMILEMWJEIMOL
333mb69639gdL FmE0l. ©sdM30IdMEgdMs B03Jd0s:

3G o -> 30OHEHWs®mo 36496 (439w 30HEHWSMMHO 3564565 BoBozmts ghm
3L BBgo 4963900, gmz9wo 3mbiEo 9903930 0, 1 96 d9¢) 30MEGHMs G FbJobobs;

3mbGo -> 300G MMMo Jugeo;
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300 -> Ambs39905 B5(3930 (4390 3mbGL gosBbos B0dsMmM30L Ma3Egds mbsizgdms
L5E930L Ym39e 9e9396GHBY, 0099 BoGHMO 56 5949b0s;

300&M5@®o Bsbgobs -> goMEGHsem®mo Jugero;

30031se®Go  Bsbgobs -> Bmboggdoms LsEsgo (94m39wo 300G M0 dobdobs

39bm53L9dM0s dMbszgdms Logsgol 0 96 1 9wgdgb@Hby. 306Mm3zger Fgdmbggzsdo
obEM35300L 5005 3MBEOL m3sIMHo dgbliogcmgds.

0683M5LEHMIEGHMOHOL 3093 9OMO 9E9dgbEos MYLMMLmS bs3Mgd0 (Resource Pool),
MHM3gog 30MmEgLemOOL LOIIWH3MYJOL S M39MHSGHOMWo TgblogMgdol derm3gdls
3006 356956907 965H0egdl s 3mUiEgd0LAsb ©sdMmM30YdgE0s.
LgMzg6rvemo LobEgdgdol bod«xdgdo

B90mmsmfigMowo  0bLEGHMMTghEHJOolL  Bodwmowgdom  Bsdmzsgoodmm  bsd@madols

33¢™6MoL  dmbsffoergmdom  9gddboero  3mO3MGS30MEo  Jugeeol  byM3z9OHEo
LoLBHYIoL 9OHP0sbo LEOWJEHOS, GMIgEos J399mmTmY3560¢ 0gMsGJoe bdgds®y

096905 ©o3dbgdyeo.
30019 OH0 AMbsi3qdms 39bE Mo

30 GH9oob xaIR0
130H0396M0 3mbEo

| e

30203026553029¢00 Fb9crolb 306D IS IH0 Lgm396G9¢00 bolhgdol beagso bgds

Bobsbbg dm39dmeos vSphere-lolEgdsdo dgddboero g30ME MMM LyM39MwEO
LobBgdol LEGOWJGHMOS sOhgMowo 0gMsedomwo Bdqgdol Loxwmdlzgubdy. 39GIM,
93999905 BYMH396Mo LobEgdol dmbsiEgdms Lo393900L, 30MEHWSIMHO Jugegdols
Q95 300G )H0 356756900l 65309d0.

b asbgobomm LgMz9Hemo LobEgdob 694930, MMAWIO0E F0MEHSIOHO
L9gM396ME0 LobEgdol bLbgoolbgs M10379ML0IB IBsb30L Bodwmsmgdsl y35dwg396.
BoboBBg godmbobmo G35 330035HMAL  3MH3MOO30wo  Jugerol BEMsRIIBEL
9093535 OO MYOM0YJOHJSZ3T0MJOO.
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VM Network

VM NetVIa 3

ng \
B |
veenterl /£ 254.10 O /(/Storag\

.168.254.131 [‘j‘[k>

noah - 230.32

ESXi131 Datastore KT
>

dc2-2542

/ Gb
®

FC_Storagel

3020302653029¢00 Fbgerolb ®sgd9b¢H0 3203026969005 Jeaols brryemo 35300698000
MmamOma bdgds g30B39690L, dmEgdme 53Msdgb@do 4 GHodol 3ma3mbyb@ados
Sbobyo:

10b03MM0 3mbEGo (192.168.254.131);

9mbs3gdoms Lsgsgo (ESXil31_Datastore, FC_Storagel, FC_Storage2), Gmdgrol 3063900
Do00mBo 969003 3mbGol wm3zse® dgblog®mgdsls Ho®mdmoygbl, boerm dmem
MO0 ™y0396M ™GOl Imbs3gdms Lo3930096;

3003vgse@o 956965 (noah_w, noah-230.32 etc);
300¢ Mo Jugero (VM Net Vlan3, VM Net Vlan9, VM Network).

3600 ,,09)9900" FomdMa30099696 LyM3gMHYo LOLEH IO FOMSATIBEHIOL 30BOZMOO
30bBHgdol s Fmbs3gdms  Lo393900Lbm30L  LobiEgdol bbgs 9wgdg@EHgdmsb dsmo
393906900L B3969000m.



FC_Stgg @ﬁ [ﬁ},

noah_w noah - 230.32 VM et Vian3
noah old - 230 31 9
/Storagm

g

% ST

veenter1 - 254 10
WM Net Vian9

sms - 230.44 ESXi131_Datastore 63 @l}

dc2 - 254.22 22302
302630233029¢0 Jgerolb BEGsg3896¢H0 30b0379G0 3ebBolorzolb
G

noah|w @" 2008_R. @-?54 23
\ del- 254\\ /
P &

ns1-2301

Q FC_Sioragel @& 9
ESXHS‘\/DBI%\QE\ FreeNAS -230.38 ESXi1 DT\
ﬁ& 192.168.254.131 @ @b 192.168.254.12
veenterT - ZBK veenter2 web_windows - 23012

E?[} 9 ’//rTUa; 23032

dc2 - 25422 /FC‘ID‘T\

@ﬁ @ﬁ sms - 230.44

ns2-2302 noah old - 230 31

3026302330290 Jbgerolb BEGsgd9b¢H0 dmbssgdors bssszg80bomz0l



= m

vmhbz32

=%

T vmhbal umhba2 —
S | viihba0 e
vmhba33 HP Seriol \
L Ymhbad2
vmhbad L S
192/1682... @ ﬂ ' vmhba33
“Local DEL... 192.1682.. !
a
LSILOGIC ... vmhba4 R vmhbaT
B - e
vmhba2 [ ymhba32 @
| p—
Local DEL...
B Tsu TSU i
2 15 vmhba2
vmhba0 192.16812... ]
“ " T vmhbad
witbs “ 192.168.2.., '
ﬁ | % vmhbal
vmhba33 | 1> %
vmhbs5 \
A\ vmhba2 =
|\ \20:04:00:> = ﬂ
vmhbag | ﬁ \ X/ vmhpa33  vmhbad2
V " 4 \ 1BM Fibre... 152 1882 = 7
20:04:00: 25 -, i
28 -—ga |
IBM Fibre... 20:04:00:... i
iR M Fibre... \ o
' \ vmhba32
w4
LSILOGIC ...
mhbal
302M3C2DS304)C0 Jbgcrolb 205309690 ™3(H039080,3 3093560
06659 dr9molooz0l

0565890060M39 0bxm®ds3zomwo 39dbmema0q00L mdb0d3b9em3569L0
90356MHMMgds - 3mO3MOSE0M0  3330v)GgOHIo  Jugergdol  YM39H o
LobG)dgdol se3do@gddMs 0dbs obbowmmo. JugewrGms dgbsbmeo 0bgm®mdsiool
IEMWMOd @O 3M0G03MMds 2obs Fmogz56M0 850Mmd663909e0  dod  golvyEo
159939960l dMWMEID  T3300MGOMO b  FgMmEYOoLy  LYMZIOH YO
LoLE 99900l s3MMYJEHJdOLS s 53900l 3O 39Ld0.

Bsd®™ddo  smfigMow 0dbs sbowo Boymdgdo LYM39MMEo  0bBOLEHMYIEHMOOL
309G gooLs s 5900l obsbaMxgdol FglodEoMmgdws domwosbo LolEgdol
DoM350MdoL s Lo0dgEMdOL F9330MgdoL A5Mgdg. 0llgmMO TJNMPIYdO, HMAMOOEGS
300G 0Ds30, 3XoLEGHIMOIO 3H9gdbmemyos s bz, byl Mfiymdgb dmEgdwmwo
59m 39560l 5gdLoo MmO 9R9IJBHVIOMOdOm FGuOIgdSL.

x3063d> VMWare-ol 36065900 bobGgdsms 6530900 vSphere g6mgGomo Lorg3goglbem
0bLEGHOMIIB G0 SOFIO0E0 58M356900L FglolitrmEgdes. gu s bbgs sds@EHgdomo
3OMyM5dM0  3OHMYJ3HJo0  25dmggbgdme 0dbs LBoodwmdm bsdM@Aols dgmeg
053300 §56H3m960w0 3:0603mOM5309wo Jugarolb LyMzgMmwo bLobGgdol bbgswslibzs
30336963930l ©s3MMJgdBHgools s 93930l Boddwr0mgddo s Foo Mol
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59M300gdMgdsms 539008 FgOMOYdoL  IMYoMHGOOLM30L  (Ambogdms
15393900L5 s 30039 MO Jugergdol Lsboom).

Bsd®™ddo  Qobbowmwo  9dsGHo3zs  3OMYGMFINwo  YOOHMb3gwwymzol  dmfobsgy
30oMmImgdgems  899969wgdgeo Yo ®gdol  Loasbl  FoMdmopqdl. 53
9005600 gd0m  9Hswo  3gdbmema0gdol 25630560 s IBYMHYZIL  SBe™

90353580 1bs 390 MEOM.

©bommo.  Bmbsggdms  BsBYdol JEdliBghmo sBJodgddmeol  8ggabs
30030053000 Jugeols 30GGHwsEm® LigMgghHme ogMigdo
50m3sbols gLl GIWOE 930w YOI0 BODOZNOO  ©O  3MMYMTMWO
M9LOLYdOL bmlbs dmEgdmeos 1-ev s 99-2 3bMHOgddo, bmerm M35 S9Mm(356s
399092 396JG9dL Imo3o3L:
. 130D037900 3mbGHJOoLS s BMboEgdms Lo353900L 2odsMrmM3s B FmMob
LOMEo  3530609d0L  TYMGdom (MO39  3MLEAOL MMz  LoEsgmb
©5393006905)

o mGowo@s IBM DS Storage Manager;

. MO0  sbowo 3060 MewGmO  8sb7obol F9dadbs  Fobsbfoe Fgddboero
950¢mbosb (VM Template) m3gdsgowmwo bob@Ggdooo Windows 2008 R2
Enterprise 05 35000 25356 m30:

o 2 30604 co  Jugmdo  0b@geaxgolbol  89ddbs,  MHMBYEmoQb
306390 2563793036005 3sLGHYMHOLS s JugaEol YYOHMOIOHPMBOLMZ0L
0055, beagnm Jgmeg 3asbGHIO0L 3356d058MMOL 303b03o30sL gALObBLYMGdS
B939H0w0s (56 @05Bbos  Jugedo  golsbgwgwo  F0d3500 96 a90m390).
3sbEIMOL  3356dms  dos  Jugwl Heartbeat-  (geemoliggdol)  Jugemlisg
ofiegd9b;

. d9600365: 8gmMg 300EMSMMo 356Jsbol JugarGo 3MbgoAMGSE300
50053396900l Fodwsls s bgsbs ods@gdsls Imombmals

o Windows Failover Cluster-ols 53v9d53930L {0obs3o®Mmmdsls  3esbEgeol
33560900l jobslifjo®  99ddboer  mIgbme  0bxMLEBHOMIGHMMsdo  (Active
Directory) 0b®qgaM06mgds §om3moygbl. 3arsliGgdwaro bgMzolol 3533905 ©s
dmdbobMgds 33960909  ©m@IgbEmo  (FemdsMo)  LssmGosbam
B565(9690000 5909630353058 doMbM3L;

o 3005 )OH0 356J4560L 90w lsdymagals SAN-Us3930 Hotdmoyqbl.

SMEOWYOI0S 30MEHMSEMO Bsbdobgdol Bog@MmoEools BwbJsool GHLEGHMYdS
30 BgOLS s LBOE9390L TmEOL
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. 2 9b5Eo  300FOMOO  ol3ol d94dbs  gmHmgMH  30MEHWSEH
9sbgobs%by

o 9OMIOMD 300G ME  3s6Jobsdo  ol3gdol  Mmbersob-Mgx0ddo
39005943565, 060305e0B309, BHMIgdol d9Jdbs s Fggdol doboFqds

o 35bGgemol 33¢m6M3-oL30;
o 3@3LGHYOI0 3Mbs39005 d3BOL LoEe30.

. Windows Failover Cluster-ob 5J&035305 300@woww6  obdsbgdby
L9390l mbdisosms (Features) Loosb;

o .NET Framework 3.5-0b 53bJ300l g05dGH0)6Mgds meogq 3356d%9

. Windows SQL Server Cluster-ol obL@Eowosgos 3eabGgMol 9ehmgHom
3396d%9. 0bGHowsE0s LOYWGds y39es SMRYME 3356dD.

o Cluster Validation Test

. Windows SQL Server Cluster-ols sbogoo 3356dol @sds3gds 3¢0sbGgcol
d9m6Mg 3356d%9

Ls09gmdols Ismorgs MS SQL Server-ols o693m8o

9mbs399ms 35Bg00 Bgdoldogmo 0bxyMmMIs30mEo LolEGgdol Bs3356dm 3MA3Mbyb@E0s.
LPmOgo 0599000  Jgbobemo  0bxzmGmBsgool  Logmdzgardg  bmeM09w©gds
6900oLdogMmo 396dm v Lobgwdfoxzm MOAB0DE00L boJd0sbMds. dIBOL O3SMAZS
00BbgloL 29650 MMGOOL BRI,  sBoGMI  69doldogM  ©sfigligdIegdsdo
9mdmdsgg IT-L3gEosEOLEHOL  gOHMIOH® MMz LoBOMBI3L  obgmo  Lggdol
05099953905 Ho6mMygbl, HMIGeToi, XIO 9OH™0, dmbs3gdms d3HJOOL 3930
3EdsmMds  JobodogrMo  0d6gds o 935D,  0bgMETs30sLMIb  fizomdol
396bMM 309 gds 9M539M-bYds© 046905 Tglsdergdgeo.

9mbs399ms d5Hgdol Joer30L LobiBgds MS SQL Server 5©0bodbmero 808001 gd0
96009OHm  dmfobszg 3OHMaMsdN MHOHWE39wymBsl FoMdmoygbl. ogo Fgoiegl
9do36 0bLEHIIBE BsBIL OMYMOF ,3MEbIO” BsBYdOL Lsodgm ddsmdol
(8mboggdms  d5BoL  LgMzgOms  3WsLEBIM0, LLoM39", Mg303s309), db9g3) FomO
Lo BYM3M SLEGOOL (3975530, WMA-80830) 95839JEHIMO FsOMZOLMZOL.

fobsdqosty  BodMmddo  LfmMgo  dmbszgdoms  dsBgdol LvodgEMdOL
BOHM6390gmRol LoxgMdzwgdo s MS SQL Server-a5609dmdo dobo Ggserobszools

1595909805 M (39W0s. 190l OO FM(3IEMBOL {5TM, 36503 Bofowdo
LolEgdol dbmerm Lo BMbIE0ss JoBbOMEO - LEBIYHBIMHZM 3M306Gds, IMbs39dMS

05Hg00L LM M0 SLOHZS WS MY3WO3IS(309.
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300m30L Miy39GH™d0L NYBMYb3gEmymas 0bgm™mTszorym LolEgdgddo
L56990¢056MdOL s Bs0TIEMBOL ZsblisBMZMs

69doLdogMmo  0bxgm®Iszomeo  LolGHIdol s dso FmOol  dmboszgdms  d3BYOOL
MLogOHNbMYdsbY Bermbzs 300gMByMomdols (Cyber Resilience) «H6Hbzgangmgom
0§99ds. MBog3OEMbMgdol yzqes Lbgs Bmdobg g3odMo dbgeros 8sbsd, Lsbsd dsBoLEb
1093930 §300M5 56 046905 MBOMb39eyma3oeo dolo dmIbTsMgdegdolmzoL.

69d0ldogmo  0bxzm®dszomwo LolEGgdol AsFsGmMeEr  FFomdsl  Bmbdzombogrm®
5GHMOdMBHJ0mB  (godmygbgdmo  3OHMEILMOWMWO,  M39OHIGHONWO S MY
dgbbogMgdol  MlwELYdo,  IGoMIMIIWNOHMBS)  JOHMO©  3M9xMbBY30Mmbscme
5GHM0dMBHPOL  m3BH0ToeMo 3603369 mdGd0  2obs30MmMdYAL. MM g3z9wabyg
396bow350 o A99MmYgbgds 5Mm9RMBI30MbBIH SEHMOdMEJOL  LoMygdE0sbMdS
(Availability) o Usodgmds (Reliability) (o®dmoygbl, ®mdwgdoz gOHmbso®o
Do6Bo@gd0m  2sdmoyggbgds  0bxgmMIsgomwo  gdbmemmmyoqgdol  bbgssbbgs
939b0LBHYF9dd0 (LOLEBHYIMEO s JuYGWMIOO 535MSGIE0 MBOYB3gWYMRS, IMbs39dMS
059900, 390-YMH30L900), SB93g T;Mrosbo  IT-06xMILEHOMIEGHOOL  FMTomdOol
50LHges.

LoGRYO0sbMdSE s Bs0gEMdsE IT-06x3MlEOMNIEHMHOL MLWOLYdME ffgmdols
MPY39GH™d0L  BOHMB3gwymesls gdlobegds. oo QoblobL3MOLmzol Jgdgyo
dOMOMIPO OOHMOMO 3505393MYd0 458M0Yg9b9ds (LMsmo 1)

Unswalability

2 arer Y mTmR Y A A marer
V: ?

Failure Fixed

MTBF s MTTR

boQod(s:
o MTBF (Mean Time Between Failures) - ool Usdogowm 6o IT-
0683M5LGOMIEGHMOHOL 30033MmbgbEHOL go0d390L FmEOl;
J MTTR (Mean Time to Restore) - 560b 250008300056 s0g9gbols Lsdwgseom
QOM.

LsG90ew056Mds FoMdmoygbl IT-0bgMmsLEHMWIEHMOMOL 39 3gmwo 3md3mbgb@gdol
b om0 xamMnqdoL  Mfyzg@o  ddsmdol  MIbIFIMEMISL  LoLEHIOL  IDE0sb
159JU3EMOGSEOM POMBMSD S 29TMOMZEYds BMOIYPOD:

2 http://www.eventhelix.com/realtimemantra/faulthandling/reliability_availability_basics.htm#.V1_szvI96Ul
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B MTBF
" MTBF + MTTR

Ls00gEMmds  obolsBE3Mds  IT-0b6xOILEHMWIGHWOOL  3md3mbgb@gdol 96

3033mbgbBHms XaMxBoL MHYy39E o 39dsmdols s 985 ymBbol GmMOL Lodwmswm
95639690 gdom. LoliEgds bLyodgMs MFy39@0 3FomdOL PEMMOL FogloBOB3O00LS S

A

350003308 Mol dobodobsizool 89dmbggzsdo.

IT-3m33mb69630 990degds 0gmb Latygdeosbo, dsg®sd sMSLs0dgm s 30MH0doom.
0529W0mO©, MY  390-2390©0L  2oBgMgdoL  FoglLoBo IS sLYTIZ9d0 MM
Dooffocdo 4 Bosmos o 985bmsb, LolEGgds MMOL 99,9%-0l dsbdobg Mbs
98503, 35306 23996905 LEORGO0BMIOL s Bo0TgEMBOL T9dYAO 35M0s6EJdO:

. 099 bobEgds Fgwoffodo mMHxgH 2-2 LosmMOm o500 ds, 030 046905
U56100¢0560 s Lsodgm;

. 099 bobBYs fawrofodo Fbmem gMMbY 5 LosMO” Q50M0TYdS, 00
096905 Latggdeosbo (o6 0M®393s LoLEBHYIOL LoMRYO0sBMdOL 99,9%-0560
95h396909c0) s 5M3Ls0dgEM  (30BBYL-3MM(39LgdOL  MHY39EHM™OOL 4gadom
3o0350obobgdMmo  om0d30L  35659gGHMOL  EMM3935 BBl vggbgdl
d0BbyLL);

o 099 bobiEgds Fgofiodo 10-x 96 000M LEsSMOM Jo00Tdgds, 030 046905
ls56190em (00003935 LOLEBYIOL LoMRIOEW0bMBOL 99,9%-0560 Fob3z969d9w0),
0550 bsodgm (00BbgL-3MM 399000 <0Y39GH™dOL 393dom
39035¢0L{obgdmwo 450008308 DBE3Owo MMl  3b60d3zbgwmds 96
QOORIIILD).

59605, LBMRRYO056MdS s Lo0FgEMBS JOMIbgNDY FbMmemE bsfowmd®mog
©59M 3000900 BoWOYJd0s, F0bgEsz5 0dols, MHMA Fsmo JSTIMMNZOolmMZOl
0096&M0 dmbs399900 godm0ygbgds.

56599000™m39  06x3mEOTs30Mwo  GHgdbmemaogdol  yzgws 039O gdOc
15039EMOOLS @S LOMYJIWOIBMBOL  JoBOEOL  FMIZ5EMHObMgsbo, Ib3ghowo
9900005 9899539000. dm309435600 M539b0d9g Fogscoml:

J 0bgm®35300l EBEOMYDS, J500 FMEOOL JJMAMSGOMEIS® ITMEMGOMD
3996439000 - 504035309, LatgHBYMZM 30300M9ds, IMbszgdms “VoM3zg”,

. 335M5GMEo  NBOMB3gymBol  EMBWOMmYGS - LyMzgMms  BgMI,
33bE gm0, JugeEHO FMHYMdOEMBYGOOL bEg30609ds, RAID-Egdbmenmaos 2569
bobBHo  ©olggdol  “bgwo”  Bsbs3zwgdom, ™m3gMoGomEo  Igbloghgds
39300M3oms 2oLfimM9d0l ECC-394s60Bdom;

. Ug39mms ©s dmboggdoms LoEsggdol Fsduodsenm®o  gsbEsE3g390s -
A9Jbmemaos SAN (Storage Area Network), Hmdgeog 3m330@g6mgodol,
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dgblogmgdolL  Ls3o3gdols  @s dsm  FmMol  353806900L  GONMIOMISL
Dotmmoy9gbls

. d9Lsdm 53560 BoGMOEosms 2obbowgs (LgM3zgeol, Imbsigdoms
Logogol, Jugarmo  dMfymdo™doL 96 3OMYMSTIMwo  MBOHMblgEymTol
535600 256960905, J9dGMmME 33900l 2500335, LBEGHOJoMMO MdYOIMYDY,
dofiolidg®os,  GHoeod®o) s 0500 30050 530w gdoL LTS gdgdoL
539303905 (Disaster Recovery Plan)

L0 MLEGIE0MO 95300Mm» IMbs3gdms 396EGHMOL BH030Gmo dermzo: LyMzgdo, SAN-
3M3MEGHMO0, IMbo39900 bo3930. IMEgIMW derm3do, 039 030 Habgdol o300 SMOL
3fymdoo, dmbs3gdms boodgm Fgbsbgzs s LaMygd0sbmds Modwgbodg Mbgbgs
0bO1639wymgowo:
J LgM3960L 50033BHgM0l mbg - FC HBA-505339M9d0 gmzgen 3mbGby,
Mmamoma fgbo, Mo 350 ggbgds, 5doLmsb 300390 FoRMMTYOMW0.,
GQMO3 306039oEO s JgMEg - MMAMOG SEGIOBIGHOMMO 5©3GHIMO.
3060390l IPYMdMH0EIb  2odMbgwolsl,  0bxgmEmTs300l  AmAlabMgdol
59m 396900 53&™MBoGH MO FJMMY 53EBHIMO FoI0dIMYOL.

J UgM3960L (3mLEBOL) ©mby: 3esliGgM o Ggdbmermaools fyswrmdoom
mM0 96 dgBHo goHozMMo sb/©s 30MEHMSGO  ImbGo ghom 1YMH39MHOE
50093905, 96w 3356d0L  @IB0sH6gdOLSL, Tob  sTMEI6gOL s BYLELYOL
53¢MB5GM dgmEq 3356d0 255005MBL. 3eolEIMOL JugamMo Labgwgdo
(6@3gdbsg  byM30Lgd0  094gbgdgb) 3396d930LYsD  OTMM30YdGE0s O
360083690md5 565 593, LyMzobo MHMAgeEr 3356dbg LOYIEYdS.

J 9mbs3gdms LoEsggdol mby: bolGo ©olizgdol Logsgol ddsmmzgwro
19gMH39M900  AIMAOIBONWHE  EITMOGIM  5EYOEJOT0s  4obMI3LgdMwo,
0l939, MMaMOE bolGo ©OLIJOIOL Lae3IoLYdMMO Tob03gd0. JM? SYOSL
00991653 ©IBOL 250TZ30Ls 96 BEHOJ0MMO YOI YMIOOLOL LoES3900 TJMEYD
096905 bgedobsfigomdo.

B3960 6596MT0 BsIMMZowmogob gho 3mb3M9gEMI 80O gdsl, dmbs3gdoms
05B90L s 500 3MFomdOLMZ0L LoodgEM A9MGIML Fgddbsl gbgds, MoBY3 dmBg3bm
9399300 30L5BOGO.

dmbs3g00ms 35Bgdols Bsmngols LolsEgdgdols dodmbogngs

dmbs399m9 d5HGOOL MIME0S S 530 T30l LoLE 9GO0l 89Jdbs 0bxgmMTszowmwo
A99bmemy0900L  gHmgOHo MIbodzbgerm3zsb9L LEgOHML FoMTMoAIBL. “sgms, Mma
Los@olm@  3bmzMgdol  3ModBomo©  yzgws  LygOmdo  0bym®ds3orwo

LobBHYIgOOL  O3MIMGJBHIO0LS s 53900l 439eoBY  WOEO  YMMOEWIGOS 53
LoLBdgd0L ,m396s Abotgl“ (Back-End), 5649 Bmbsoggdons 35BgdL gépqds. s6alfim®o
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99009960e Imbs39905 d5BOL IMYL s Job 3MJEH03MW MJoE0BOFOSL, S3MINZY
3OLJMMs FgMBgmMe s 4939Mer  dMbs3gdms B3BYOOL FommM30L  LOLEHYISL
00BbgloL 96 Lbgzs BHo30L LogddosbMdOLMZOL smbsBPIMMGdgO BsGsEol doygbgds

d999dos.
L5653 0bZMOTs30)o BoLEBHGIs FMbs39dms B5DJMIb LodgbBm 0v) Lofo®dmm
690980  89domdsol  ©o0fYgdgl,  LobGHYIol  ob/s  TMbs3gdms  BBYdOL

530boLEHMIBHMMYOL FoOMYd™ LH0TgEM Qo0gImL 99ddbs, HMIgedos 0bxzmMTszool
3H056900L 56 5356130l 5¢EBIMDdS JobodscHo 0gbgdo.

9mbs3g8ms  85HJIOL  835MGHME  Lo3o3L B0BOZMMO b 30MGHMWMMHo  3mbiGo
DoM0moagbl, Mmdgeog dgodwgds  ghmo b FgBHo  Gmbsggdos  d5Bgdols
LgM39M(90)obsb (gaBgd3¢sto, 0blEbLo) G9AgdM®IL. dmbsEgdms dBol LyMzgco
SQL Server {o63ms9bl ©s3mM3000909w MMMl (M39Mo3owo  bobEgdol
30mi3gbgdo  sqlservr.exe,  sqlWb.exe), Mmdgwos 99090  doMH0OMSQO
30036963 gd0oLsb Tgygds:

J 9cbs39905 35900l Aozl 0bLEHMWAgbEHo (Database Engine)

J dgbLogMgdol dsemgzols 0bliBMmIgbEo (Storage engine)

J Mlss3GNbmgdols ggglolBgds (Security Subsystem)

J 360 ®53mmo 06@ghxgolo (Programming Interfaces)

J LgMzoLgdols dMm3gMo (Service Broker)

J LgMz96M0obL 539630 (SQL Server Agent)

. 93035300L dmyeo (Replication)

. 505elsMy00s6mdols  NBMbggmymaols oblEGHMdgbEo  (High
Availability)

J (95307960 M3gMs30505 Bsrmzol 0bliGMmIgbEo (Relational engine)

dmbs3gdms  dsDBs, mogol dbGO3, FgoEogl  MYgwrsEomo  dmEgerol  dobgzom
3309390 3bMOErgRL, gdgdl (Views), GMoggMgdl, 99bsbuyemo 36Hmi39wvdHhgdl
5 063mEMB5300L LT F539d6@ 5930 gd9w b3y 9egdgb@gdbl.
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3mbs399ms d3BYBOL MsBROMMYDS. Fo00 LMYYOE06MdOL s
1550090MdoL 5350engdol BgocmEIdo

9mbo3gdoms  d5Hgdd0  0bxm®Iszool gbsbgol  Latrygdmosbmdols domsemo  ©mby
3Molbdmdl  dmboggdoms godMma3wgdol  (3Mm306Mgdol)  obgmo  dgdobobdols
390999953905, MHMAd05:

o  35J00oMEs  T9o830MgdL  0bBMMT>300L  3IMYR30L  SDBIMMBDIL
dobodseremo dglsderm MHglireLYdOL odmyqbgdoo;

e NHOHMB39WYmRBL 3500 0b6xMEOTs300L LHMSg smaqbsll dobodswrm®mo
0b6x3mM5309w0 ©I6s356Mgd0m.

939990 d0Bbydol dolorfigze dmbozgdms dsBgdol LYMH3z9MHdLS s dMbs3gdms
05990bg LOWYds F99EYPO 3OM(39YIMGOO:

J 9dmbs3g8ms 35Hgd0L LyMzgOH M JESLEYMOL d9Jdbs;
. 3dmbs398ms 35HgdOL LMo sbHZS (BOMMMGOBYO);
. 9mbs390ms d5HgdOL M93¢003530s;

J G®56Bog 3000 §9MHb5E0L 25Bobs (Ermy-8030690);
J 3mbs39900 35Hgd0L LEMYHBIMZM 3M30609ds (39d5%30).

BoIMM30o 30909000 50 FYMH300 IMbs390ms 35HYOOL FoIELIMYGO0560
0b6g3m5LGHOMIEGHOHOL 6odmdo dm3gdEwos Leomby.

3sbiBgho HoM39” ©@my-8030630 09dox30

0053500 dmboi3gdms 396G | LabgBgMzm Imbsggdms 396¢ Mo

BesbiBgmOl 3sbBgeol

: | R
e 05 WMPO

.~ NAS-Server

NAS-Server

0mb539dms 05%s

053¢ b5®398¢0560 82bs;390005 85 V9oL 0bRGSUAHGXIH IO Fsg35¢»0000
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9mbs39905 35BoL LgMzgMms JesbiBg®o (Database Server Cluster) dsbols bg®gzgmgdol
MO0 96 d9BH0 9aH983wwsMolm3zol  (0BLEBLYdOLMZ0L) s09ds. doMomso SQL-
L9YMHZ9IOOL 535000 om0d30L  JgdMbgg35do  Jmboagdms  B3BYOOL  FsGMZ0L
53Mbd3090L  93BHMIsGH e, Failover-gobdiool  a59mygbgdom, JwsbidgMolb Lbgs
L9gM39M0  oH0dIMYL. 58MYSE, 3EVBEAIOMEO  5OJBHOGIIBVIOS JPMMOIPIODOS,
GIgeoa 965 3mbsEgdms dsBgool, sMsdg GmbsEgdoms 35Bol LgMgzgMmgdol mbyby
9m0omdL.

93035305 (Database Replication) dgodwngds 99635303000 800sb dmbsggdos
05B5Bg 96 dol bsfoerDbg (bMowgdo, UJgdgdo s Ubgs). dol sbodbwregdsls
9mbs39dms BBl JmMoL 0bRMmOAs300L  LH0TgE™ o330l M HOMB3gWYMAS
Do0moagbl:  Amboggdoms  @9939do  (Database  Publication) 99958  99obargls
068m&35:3050 sfizol 3mbsgdoms dodmgdls (Database Subscription). obowgm LvyGsmo
90d©936m 943900bY.

@my-8030bg0 (Log shipping) dmbsgdoms LoGgbgMzm 3m30609d0L 439waby 0083 @
00O  23bbmME09wgds  LsdMoEgdsl  HomBmoygbl.  dolo  LyIsEgdom
LOMEEYds FmbsEgdms dsBOL BHMBBIJg0sMs WML (56w dsbHsdo FgltrargdEo
9mgd09090900L OO F9OBsErol) 3m306M9ds IMbs3gdms dabol bbgs LyMzgby,
bmem doM0mOE0 05HOL 395030l F90mbgg350 9GOl TglodergdMds MY0H
05Bob  50YIboLY. my-do30bg0L dobmlo obss, MMA Lsfgolbo doBoL  sMYIBL
bdoM5 15385ME OO O™ BFOMEYOS.

dommmo (,LLsM39“) (Database Mirror) dmbsggdoms dsbolbogol Ubgs SQL Server-ol
939993ws6Bg 0©I6EGHWOO Fmbsigdms d5Bol dgddbsl 4meolbdmdl. bydoldogmo
3309ds bsfigol dsBsdo (Primary Database) 53¢m3s@vMo© 3ogboM©gds ,lsM3g“-
dsBodog (Secondary Database). Lofigolbo dmbogdms dsBols fymd@0sb godmligeols
d900bgz935d0  5@d0boLEMIGHMOO  TJolitrmEgdl  oIMMZoL  doBOL  LomsMoym
939993Wws6BY.  om™M3s  F9odwgds  53BMISGHNMO  M9700d03  obbMME0gWw©IL,
dgLsdg, 9.9 »0mfdg“-LghggMol (Witness Server) 5dmygbgdom. Ls®zmo sbosbgs 1:1-
A030L LGOI BH, Fnb3900S BBl IbMEIME YOO ,LIMIMWO™ Sliro godwgds
399hb9Ls.

@5  Omml, dmbsggdms  dsHgdol  LsMgbghgm  sligwgdols  (Backup) 99ddbo-
A6BL3MOGH0MGds  3olbIMdL  d5Bol  Slgols Jgddbols  3mb3MYEGHMwo  EO™Ol
9o gmdom. LyMGHBIMHZM SLEPGdOL FMMOT0MYIOOL 19dd WIEHIM© IMII3d™

9399380 046905 sfgdogo.
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L56990w056MmdOl s BEOTgEMdOL Y berbgzgmymas SQL Server-ob gs®gdmdo

9mbs39905 35HgdoL Lty BgMzM 3M30Mgds

Lo BYIO3M 33060905 OMOL  3mb3OgGHME  FmIgbGHTo  dmbsgdoms  BIBOL
9035 9Mmd0L  sLEBOJLOMGIsE @S Fglsbobs 09ygbgdab. Lot BgMzm sbicwols
0dgJdbol 9909y (Database Backup), ULsFo®mmqgdols 89dmbggzsdo, dgLodegdgeos
9mbs3900ms d5BobL s®EYgbs (Restore) 00 ByMdsc1xmd5d0, MMIgerdos 0go LogHgHZM
sbewols 994dbolisls 0dYma3gdMs.

BomgBYO3M SBEGdO MG JoMoMOE BMMT>EGTo 0bsbgds: .bak-gsowdo Lo 6
©O8IMIBE0MEO sbiergdo 04dbgds, beerm .trn-gsowgdo GHMmIBEBJE0gdoL FmEbsels
(5699 @Mmagdl)  0bobogl.  Bo®EH030  LabgbgMzm  sLewol  Fgloddbgars
5030boLEHOsGHMMds SQL Server Management Console-do ©96qs go8cm0dobml d6dsbgds:

26590005 85 bs by Osergbol Fsex39b5 wocerszo -> Tasks -> Backup
bem s50bsygbs:
Jbs390025 85 s By dsegbob Gsx¢3965 wogers 30 -> Tasks -> Restore -> Database

06039 990;mbgz935d0 godmob Lozdome FoMEGH030 0bEIORgoLO, HMIgedos bLobEgdol
36/5 8mbogdms d5BoL 5@IObOLEHMOGHMEMO SZ0WE 9IM3393d. obzobowMmm
3905609800 333w gdlEo  STMEsbs, MMIgwoE MMRBODsEoOL 0bBMGAs30Io
LolE9dgd0l Bmboggdomes dsbgdol, ggadon®, 53GHMBsE0Bgdme BLstMgbgMzm 3M30MgdLss
@5 LobgbgMzm  sLEgdol  sdmMYdMe  Lsgsgdo (NAS-LgM39MDY)  A9IEBIL
3 obbIMBU.

Lo60FMIM 5359M00 MOA60DIGOOL MO (35MJIOL S d Mo EHIMHOOL) IMbs3gdms

05Hg00L LoMgbgMzm 30306900l FMHR030.

3d bgMggmo  Bmbs3gdoms 093ox30L Godo 05MOPO 5 O™
(R ) oM
HR HRMain 0b9dLgdols gym39woeg 12:00AM
39059969d
HRMain LYo g4m3z9e 330605009 1:00AM
HRMain ©ORBIMIB305MMO | YM39WEMY M 3306M0LS
1:00AM
HRFiles LEMEO g4m3zg 3306500091
12:30AM
HRFiles 0%39M9b305¢ Mo | ymzgwreg 12:30AM
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HRMain, NAS-%g 3m306905 | ym39e 330605009L 2:30AM

HRFiles
Accounting | AccountingDB | b®wwo g4m39e 3306050090 1:00AM
AccountingDB | 00939696305¢0M0 | YM3900009 250 330600L5
1:00AM
AccountingDB | U)o gmggwo  mz0L 30639
cosbgdo 2:00AM

AccountingDB | NAS-%g 3m30690s | ym39woeg 1:30AM

9m399m@o  4M9x3030L  MgooDsEosl  ®53Ybodg  3MMyMIdMEo  FMEwYOol

299mygbgds bFoMgds:
o SQL Server Management Studio
@ Management -> Maintenance Plans

o SQL Server Agent;
J NAS-Lg63960L (Network Area Storage) 8oOm30l 3GMM50s.

9mbs39005 35Hgdol dmgzols dmevyero (Management -> Maintenance Plans) sGs35G@&m
Bo9BYO3M 30306900b, 50599 dMbo3zg8ms 33HYOOL MG M dEYMTSMIYMd5T0
d965b30L 30035 RgMMZ96 53M 35690l 9aLELHYOGDdS. Podmzmzowmm M5dgbody:

J LMY HYM3M SBEgdoL 94dbs o Hodms;

o dmbszgdms  3bMowgdo  ©g0bgdlsos/0bgdlgdol  BgMmMyIboBszos

dmbs39dms  d5BILMSD  F0ToMINZ0L  ILORJIMGOo; MS SQL  Server-do

690bgdbo30s (JosOmwa 50@0-Legba®g 06 JlgdOL Y3s8969ds) MEMY3sMO.:
e Rebuild all - 06@gdugdol ULEHOWIGHMOs 0053000  Yoe0dgds.
399396bg00L d90mbg93590 4596605 HMEd9d-3196J305. LOHLIGdS MMM
mbs0b, 515939 MFBWS0b-Mg500d0.
e Reorganize all - 9gOHM ,,d5dMJo” M39MO3059, LEMEEGdS TbmErmE
mbwsob Mgs08d0.

J dmbs3gdms  dsbgdol  d9g3wdd3zs  (Shrinking) goGg  dgblogG®dOL

930bmdoolomgols;

o MS SQL Server-ol 45693m3do T-SQL-L36033H9gd0l g593909;

3mbs39905 d5BOL B30l 2930 Yser0dYds §395m396900L (Subplans) dod3z™r™dOL
Lobom. Ly FoMmgdols 890mbg935d0 ©gds obM0Y0 964 MoMMgMeE ImJdggdsl (doxL)
3969L5BM3MYGOs TGO GOOL PSGOMO S EOM. FoQ5OMs©, dMbs3gdms BsBYdOU,
HRMain s HRFiles-olbomgol Bgdmm dm3gdmemo bodrgbghzm 3m3060900L 93dol
d9LsLEOY GO LdFOMM BOX GO0 T9IIAO LEbom Fgodegds HoMIM3z5R0bMmm:
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e gmgge 33065 gL, ©sdol 12 Losombs s 30 {mobg o0gdbgds Lermmo
Lo BgO3m  SLEro  IMbsgdoms  dsbobngol HRFiles. 08539 Lobgerols ddmbg
3900 LM HBYOZM SO 0Tgds;

*  YM390EMI, 25O 330M0LS, 05dol 12 Lysmbs s 30 by Bmbsizgdoms d5BOL
5L LoMgHBgMH3m Sl HgdmEb 00096905 EOBIMYBEOSEMGO
LogBYMH3™m  sbero  (OgBYIMHI6E0sMMO  LoMgbgdzm  sbgwo  FbmEwmE 0d
3309390l 0b65bsgl, MMIgdoi 8mbsigdms 83Hsdo dMEM BaGmgHBYMZM sbicols
50900l 9999 0gbs 296bmGmE0gwgdmE0);

* ym3z9w 33005 OEIL, Aol 1 Losanbg 0ddbgds LEWIo Lot bgMzm SLEro
dmbs3gdms d5Bolmgol HRMain. 08539 Lobgeool 9dmbg s6bgdmmo bybrgbg®Hzm
SbEo 0degds;

*  YM39MEMY, 39MEs 33000L5, ©FOL 1 LssmBY Fmbozgdms dsDoL sMLYdIME
Lo BYMZM SLEPL BYIMB ,,55996Yd>“ POGIMGOF0EYMO LoMgHgMzM Slero;
*  ym39e 330605M9L, 0oL 2 Losmbs s 30 HrmBy LOmwgds HRFiles o
HRMain-05%930L LotgBgezm sbengdols 3m306090s dmbogdms Jugarn® Logsgzdo
(NAS-Lg63960).

509000 59mEs60L Fglcrmegdol 0bEHgMzgolo ImEgdmEos LYIMHSMDBY.

Object Explorer MRl LMSBackup [Design]

Comnectr 3{ 2 @ T 2] . Addsubplan (& < | 5] & | 1] Manage Connections... ~ (1] |  Servers ..
= [ LMSDB (50L Server 1202269 - TsUhdavid.guiva) f =
# [ Databases
w1 [ Security Description |
5 [ Server Objects
% [ Replication Subplan Description Schedule
# [ AlwaysOn High Availability Subplan_1 Subplan_ Occurs every week on Mondsy, Tuesday, Wednesday, Thursday, Friday, Saturday at 1:00:00 AM, 5c...

n Sunday at 1:00:00 AM. Schedule will be used starting on 10/3/2015.
month on day 1at 2:00:00 AM. Schedule will be used starting on 10/9/2015.
month on day 1 at 3:00:00 AM. Schedule will be used starting on 10/24/2015.

= 3 Management E subplan_:
= 4 Policy

® kg Collection
% [%) Resource Govemnor
# [g] Btended Events

1
2 2

Management Subplan_3 Subplan_3 Ocaurs
4 4

47 Managed Backup
= [ Maintenance Plans v
¢ %52] Maintenance Cleanup on Local
] LMsBackup J Cleanup Database Backup files
® [ SQL Server Logs File age: Al fils

Maintenance Cleanup Task

# [ Integration Services Catalogs
w0 [f) SOL Server Agent

Back Up Database Task
Backup Database on Local server «
4, | Datebases: TU_Release
-F| Type: R
o n

g
Destination: Backup Device
Backup Compression (Defaut)

g4mgzgo doxo mog30l  dgbemegdol g9gadoo doghimegds Microsoft Windows-ols
LgM30LL SQL Server Agent (SQL Server Agent -> Jobs), G390 oo dgler¥emgdsls
BOHM6390gmRl. 06xm®Ts305 FguOIEgdmo bsdMdoml dglobgd 0bobgds 08539

36OMyM5dMo dmmeol SQL Server Log-256ymzowmgdsdo (LwyGosmo). LuGemnby

L5Yr9O9PYIMS 0l Q5Mgdmgds, MM SQL Server Agent-ol 256M93mdo JglodErgdgeros
56535MFGHM SQL-0b, 5059900 ™m39Mo:30w0 LobEGHgdol dMAs6JdsMs 0bEGHIYMOMIdS,
95925W0mo@ LHOYHIMZM SLEGOOL gMIMO L3530 (Bog. SQL-3MBE0) dgmG9BY (BoY,.
NAS-196H39600) 3030609d0LmM30L. IM30Yz56mm MO0 CMD-36dsbgdobash d9dyscmo
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U3M03G0  3M30M900L  sTMEIBOLMZOL,  Losg  dMIsbgdgdOL  godymans  ,&&"-
LOddIMEMYOOL Y3000 godmoygbgds:

copy E:\Bak\HRMain.bak \\192.168.122.16\Backup &&
copy E:\Bak\HRFiles.bak \\192.168.122.16\Backup

File Edit View Project Debug Tools Window Help
P - (G | A NewQuey DR G| 4 a9 - o B

Job Properties - CopyToNAS = =] %

Object Explorer = 0 |l MSBackup [Design] < Fsemt v [ Hep

Comed- B8 8 T 515 i Add Subplan & X | Job siep

= [ LMSDB (SOL Server 12.0.2269 - TSU\david. gulua)
o= = St Name Type On Success  On Faiure
Desaription s 1 | CopyToNaS Opemting... Quithej.. Quitthe ob.
Subplan . o [

] Job Step Properties - CopyToNAS =

Subplan_1 - P rrep Py
Subplan_2 Selecta e, 8 - [ Hep

w
= 3 Mai Plans

Mz
nce Plan:
PiYivem, ] e .
@ [3 SQL Server Logs File age: 4] un
3 Database Ml | Backup Transparter v
¥ Distributed Transaction Coordinator
@ [ Legacy Process exit code of a successful command D
% [ Integration Services Catalogs
g 3 SQLQSENEy Agent ° Command copy E'\LM$Bak\TSURslease bak \1152.163.122.16\LMSBackup.

= [ Jobs
[53 CopyToNAS
[ CresteTableCache_TSU
[5 CresteTableCache TSU_Release
[ LMSBackup.Subplan_1

&) Tip: Enclose command names that contain spaces in quotation marks. For example:
“command nams” <argumsnts>

Carcel | |

LoMYHIM3™ 33060900l 5TMEsbgdol  Tglermegds,  dBxdM0305,  Tgodengds
305830310 0bGHIORIoLOL  256M9dg3, T-SQL-gbsHg  dglermemgdremo  B3Mmo3@ol
RmOdom. bsbligbgdo 9gbs dmbszgdms 85Hgdd0 I3MHMYM>dgdoL bo3dom ddwszdo
0bLEGHMMIIB 305, OG0 39350 RgMM3Z560 53M36gd0L oHY393OL Lo gdsls
0derggzs. T-SQL-bBg wsfgmowo GMoaghgdo (Triggers) s dgbsbwyemo 3Gm3gmMgdo
(Stored Procedures) 9mbosggdms dsbol LgMzgOHg dodsGomneo  Immbmzbgdols
w3930 gLMdL FoM3oEHd00 33530 900.

39630bowmm 93069 T-SQL-L3M03E0, G®MmIwgdog 53 9bsBg Fomdmoagbsls dgaz04dbol.
30639 ©0ado ©o358304LOGM®, MMA dmbs3gdms dsBol LyMzgmo MS SQL Server
o3l IMbo399ms dsDYOL, MHMIYdOE M3YMsEoEo bobEgds Windows Server-ols
5350 LobEBgdsdo .mdf (dmbs3gdoms d5Bol Bsowo), .mdl (Fmbsggdoms d3BoL
0b69dbmemo Bs00) s 1df (BHEOEBIJ30900L MY-T50W0) FoRIODMYdsms IJmbg
9350900l Lobomss  foMdmppgbowo. MHmameEz (qbo, 9gHo  Jmbosggdms BBl
oo .mdf s 1df-gsoedo 0bsbsggh, 099935 3500 MEYbMds godEgds 8g@oE oymb.
MS SQL Server 2012-boogol dmbo3gdms 35Hg00L LEsbosmEME sa0wlsdymagels

Do00m5 96l M g®o:
%Program Flles%|Microsoft SQL Server|\MSSQL11.MSSQLSERVER|MSSQLIDATA
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file://///192.168.122.16/Backup
file://///192.168.122.16/Backup

B396L o9 J39dmo dmyzsboewro T-SQL-L3IOO3EGHO dmbszgdms dsBOL Lbgs Lbgs
3QA0SL (5350MOQ, 5MLOLEJIIME M0 EOLIDY) F9I0EIbL:

B39bL 8096 dJ390mom dmyzsbowo T-SQL-U3M03GH0 dmboggdms d5BsL Lbgs Lbgs
5QRA0WSL (539 0MO, 5MLOLEJIME WMmA03O EOLIDY) FOWIOEIbL:

-= 35Bob 20593565 MBWs0b-Mgs0dd0

ALTER DATABASE TestDB SET single user WITH ROLLBACK IMMEDIATE //
{SINGLE_USER, RESTRICTED_USER, MULTI_USER}

GO

--05Bol Lobgarols dgi33ws

ALTER DATABASE TestDB MODIFY NAME = TestDB1

GO

--05B0ob s 06gJLOL Bs0GdOL Yoo@sbs b3y scyomsls
ALTER DATABASE TestDB1 MODIFY FILE

(NAME = SM_DATA, FILENAME = 'E:\Test_Databases\ TestDB.mdf')
ALTER DATABASE TestDB1 MODIFY FILE

(NAME = SM_LOG, FILENAME = 'E:\Test_Databases\TestDB.LDF")
--05B0ob sdMMBIdS Mbs0b-Mg508d0

ALTER DATABASE TestDB1 SET multi_user

--ALTER DATABASE TestDB SET ONLINE

GO

5939 0mg0ygz9bmom T-SQL-060dsbgdgd0 dmbszgdms  dsBol  LodgbgMzm  sbiergdols
d9L59d09eo s LEOYHIMZM SLEPOEID BDOL SPLOYIb:

-- bLOMYHYMZM SLEOL T9Jdbs

BACKUP DATABASE master TO DISK = 'c:\master.bak'

GO

--503965 LaMIHBYIMOZM SBEPOI6

RESTORE DATABASE master FROM DISK = 'c:\master.bak'
GO
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9mbs3g9ms ,,LsM3eo sLsbgs” s Mg3e03530s SQL-Server-do

LSOZMo  dLbgol golivds®mmos  Ambsgdms  BIBOL  5EToboLEBHMIEGHMOOL
396350 gdsdo Mmbs oymb SQL-Server-oll bbgssbbgs 30b0o3Me® 6 306 E MW
3L BHgdBg obm3Lgdmo d0b0dMd mMo gaHgddwsdo (Instance). dglsdg Ly@zgGHOL
1530OMYdS Fo®dM0dabgds 5d0b, M3 9.. »8mFdg-LoMZ3gOOL” odsMMZo5 LoFoMMm.

LsPyol BgMz9MDg LoBguE™M Fmbozgdms dsBolL 89Jdbol J9dgy F9a30dwos dolo
L0030 02900l F939Pm, MOLM30LSE 990 3OMEIYOMIdOL  TGuOMEIgds
096905 byFocem:
e 5022-9 05 5023-9 3063900l 2oblbs MmM039 LYMH39MOL Bs0xM3MET0;
= ({3 GULUA-PC\DBMIRROR (SQL Server 11022 @ 30639005000 19396006  Lsbvm®ggmo

= Databases
":' 3 System Databases dmbs39dms d5BoL BagHBgMH3M SLiewol d9dabs
+ 1 Database Snapshots 65)65)536003: aagbols 6.36)?(3355 QOMS530 -> Tasks
+ | | GuluaRepl -> Back Up...;

¥ 1+ KingsGeo (Mirror, Synchronized / R
+ | | ReportServerSDBMIRROR * J9ddboo  Lodgbgdgm  sLerol  SEygbs

# | | ReportServerSDEMIRRORTermpDB bb@30_b06806008 no recovery MmgEoom O

+ [ Security
£ 3 Server Objects dobo 99d0g5¢ restore-M9;503d0 ©OIGHM3Z90S
# [ Replication 06d5b9000: Fslols Astrx 3965 os3o -> Tasks
+ [ AlwaysOn High Availability
-> Restore;
+ [ Management
% [ Integration Services Catalogs e Tasks -> Mirror...-0s¢omado Mo 56 Lsdogzy
+ [ SQL Server Agent
= [jj GULUA-PC (50L Server 11.0.2218 - TSUhda bO@BO@Ob 336368@)@8601) 800’)00)3'(')() (81)0)

- [ Databases dm6ob Bogmdmbogzogom 5022-9 3mGE0LS) o

+ [ System Databases LB 230L% 50MB530dS;

+ [ Database Snapshots 3¢ I8

i okbIUNY 2 50b0dbmo  3OHM(390MHJOOL gl gdols

+ | | KingsGeo (Principal, Synchronized)

R TTTT 09009390 ,L9M39“ 53998530905, Mo BodbsgL,
# | | ReportServerTempDE (QIuYs) bbﬁsob 8(")6.’)8880)() 05Bsdo 60601)8036)0

o [J VeeamBackup 33X0Eg0S 53BMIdGHM® 50LIHYDdS L, L6 39"~
05B58doi3. 98 M3965L3bgaol  Jogmoglol M350 9MYOS/FMPOROEFOMYDY,
0169060300, 56 ©50d390s.

LoPgolo s LM MO BOBYdOL b0ddo dm39dw90s LMsmby.

Lofgolo FmbsEgdms BB (439dmm) s dolo "batzg"

0Mdsbgds Failover (,Bo356M@boL s0dmxybgz®ms®) LsFoMmgdol dgdmbggzsdo (8msgzs®o
L9gM39M0L IB0sBYOOLLL 56 FoLBY 39T LHFMTomgdol FguB¥EgdoLsl) BoMMNZOL
»09M39-UYM39ML o FMbsEYIIMS BsBLMsD B0TSMMZS A9MIYYdS FJMRIOHYOWS.
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-
B Database Properties - KingsGeo = [ Local Publications

i ot = [ ko B [ [test]: rept
{ ?rr\eml gE[=COB! MO [test IRep]
fles
¥ Flegroups Bt e scuty s coflgured formirng i Eer— T Lo ST LT T —
 Options siabase = [ Mana
= gement
A Change Track
= Fez:ngi:nrzc " I_‘L%) SGL Server Agent
15! Extended Properties ¥ 5 £ SCOBYSMDW (SQL S 10.50,4000 - PROCREDITEANK . gul
3 Minaing Principal TCP://Gulua-PC tsu local:5022 ‘Start Miroring =NT) it (50L Server 10,50, i gulua)
L3 Trarsaction Log Stipping Miror [TeP//GuuarCisulocal 5023 | | o | El [ Databases
. Syskem Databases
Wiress [ | [ Feowevimms ] B sy
|1 Database Snapshots
T b e et o e . j CHMDWDataMart
| 1 DWDakaMart
Operating mode
e D e e e WG Do e et Ec o Rl e 1 o o | ] DWRepository
cibery | I DwStagingandConfig
®) High safety without automatic fail {synch )~ A it chi &t both the
pr‘i?\:\;a\ Endwm‘:ma omatic failover [synchronous) ~ Always commit changss e ':JJ ;)MDVt?ataMart
Conneciion | eporkServer
Server | ReportServerTempDB
GULUAPC | testiRep
Connection: i
TSUdavid gulua Status Synchronized: the databases are fully Refrash L3 Securicy i
7 View connection propertes ynchronized £ [ Server Objects
I Replication
Progress 3 Local Publications
Ready [= [ Local Subscriptions
g [testiRep] - [SCOB\SCSM].[kest]: repl
1 Management
I_‘&) SiL Server Agenk

993¢0,35300L 608930 MS SQL Server-do

3obbome  0dbs  mbsdgdmgg  0bxgmMIszomw  GHgdbmemaogddo  gMmgMmo
439wsbYy 0530369990 Lozombo: 0bxmMIszool bLoodgom dgbsbgs. gargd@®mmbmen
353090 gdHg  0bFMOTS300lL  25oGBoL  FBsOo  BHgbwgbaos, ghmo dbGog,
9339006050 5BJo690L oL9b 0O MZ5L, 1993 BgmMg ABG0Z, BHOL oo WS356MR30L
MoL390L.  M9bsdgMH™M3g  0bRMOTs30ME  BHgIbMmEMaogdL 93356  MOLZYOMIb
390300039008 305350 x39MM3560  LsFMeEgdgdo  goshbosm,  s8oGH™d  LmMo
5393000 3M395930L AOBLMO309wgdOLIL M30m LG0JoGO MdYLYMYOIOOE 396
043935 0b6x8mMIs30mwo  LobEGHIgool  gobgmgdols s IMbs3gdms 39630l
90bBgbo.

MS SQL Server §o63moq@9bL LolEgdsl, Losog Imbs3gdms LyodgEM W33 YISVMILS®
o0 MmbgHgs 9935600. LobEHYIob ymgzgwro sbHsgro 39MLOS LsoTJEMBOL (330l
MRO® 2956300056093 1599w gdgdL LmO35BMOL IMABA>MGOEIGOL S SEdS gl
396090m9ds3 96083690Mm3bs 2ob530MMdGIL 0oL, MM o3MEIXgdOL BoldEHdId00)
SQL Server dmbsigdms 85Hgd0L  dommM3z0l  LobEYdgdol  Gg@obyms  dmfiobogg

bmomgmedo 99908 BE00Mess  [o®dmoagbowo, bmem  LyjoOomzgarmdo
43905D9 3329 s6en 3dAL-U FoMdmopgbl.
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36MM 3mE30M0dg - 3009OHNMLIROMBMYBOL Lsgsbdsbsmegdenem 33eg3000
39660l CYSEC qs8gmdbgdgaro

30096L03M3Y - 330MHOL30MYdOL dgbwog mIgobo

Lodo®mnggerml  30d9MLogMEgdo  sMLYdImo  LoggOmbggdo: J8g9d9d0, SJ@MOm9do,
d9980Lgds; 3009609 9dgbBHdol  20dmyggbgds  ™MsbsdgMmzg  3mbxgwod@gddo:
3009M3mbxmod@BHol GEMblgnm®mTsgos  guBHMbgmosb 588 9MB936905009;
300960L03OEOL  298mygbgds LoobgMMAs30M-GLoJMmMAMMo Bgdmddggdolomgol:
»008MMT53000  3MBROMBES305%,  d0MOMs©O  F0dsMgdgdo s dobbgdo,
15390900, 293MEIXOS 30d9MMbgdom, Jgoligdo;

30096M3009b5: 30830993 YH M0 MLIROMLMYdOL  dobodsgrmEo  faligdo Loy s®m
19dGHMO0oL IMIHAsMYdOLM30L

* 85369 36OmaMo8wo MBHMb3gmygmegs s dobo Labggdo;
* 153 dom 3003309 EHJMHOL MLOBODHMYDS;

* 999 BHMMbMo MGl MLOBOHNbMGD;

* 30306905

* 35L3MMEOL MBsBOMbMYDY;

* MLsROObM 06E9MBgEH0 JmyBomd™MdOLLL;

* 35090 06E9Mb93H0L MBoRMMbMYd;

* 3m30MH0 IM[HYmdoMdgdoL MLSBOMbMId;
* MBOBONBM MbEs0b - 35630690 s Fm30by0;

* bemEos YOO JugEgdol MLIROMBMYOY;

* ID 835635 05 063 9MbgE)-mo0mommds;

01693030, d90mbzg30m0, 30BsBT0TsOMMwo 06300I6EIO0 S 0bFMOTs30Mwo
3996memy0900L g58mygbgds @gbG©MIJ30rIero doBbgdolsmzol bgsslibzs Hystmls
9096. 3600303790 0653m®mAs30)mo LolEgdgdol dsdsemwmwo gbdizombomgdols
3993096bgds  d0BsbIoTsMrmmwo  30d9MHdgBHI30L  FoghH  3MWMbIGO  MIBbydOL
2399mygma3s  3009MTGLIGIMOGOIOL ol Ix mdILIIWOO S 3ZIWOBOGOIOO
396LMbsol SBLBOIWI.
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Computer Network Operation (CNO)

Computer Network Attack (CNA) Computer Network Exploflation computer Network Defence (CND)

15396MbBIYdIM 35BS s LOJoOIMZIW ML 3039MIOJoBHIIBHWIMS 3009MHPIBIT> D
dMIMol 930m3mwo 3mb396¢0s (CETS 185) — 01/07/ 2004.

2001 Herob 23 6mgddgeb 8399 do bgero dmgfges 30096MHobsds)emsb ddmeols
936m3me  3mb39630sL (CETS 185)133 , Gmdgwrog dowrsdo 9g30s 2004 Herol 1
03obl. 316396305 ImIBsEs 93MIM30L LHdFML B GdTo 356500, FggHNYOMEO
9BHOB9O0L, 053mbools @y LsdbOYe  9x83MOZoL  MYL3MOO3oL  dmbsfowgmdoo.
©ObLEEgoLmdom gl 3mb39b3os 9oL Bm3gdME  LBIOMTo GO IOHMNO
5005MJOMWO  0YMHOPOYWO ©M3YIgbGH0, OHMIgwoi 800 dwos LsgMmSTNGmOLM
©MbgHYg @ 0l 5OHOL YOS Y39es Ws0bEHYMYLYdMEO J399bolm30l. S1939 LsobEHgMglms
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3639630009 3@ gd0m d0gdMwo dOmEm3meo (CETS 189)134 3083049396me»
JUu9egddo  JugbmBMdooLs @S MmILOBIOL bosEIRBY Bogboo BT gdOL
d9Lobgd, OHMAgLyg bgwo dmghgms 2003 Herol 056356030 s dsewsdo dg3z0s 2006

Parol domGHob mgz9do. 3mb39bi30s bgerdmadfge J399690L 935 gdMEgdl 9Jdbsb
LS5O YOM03 - brHT5EH0ME0 B5DS 5930w YO0 3089MID5T>Ol 3B:Md9Aol

989JODO0 3o©sfYg39HOLOZ0L. sLY3g Y3gws bgwdmdfjgOo J399sbs 30l MgzbY
0090L 96»sbgmobmgzol QbdsGgd0L 50dmPBgbols 30096 53650539000
LoBoMmMGIM030 ©g3boLs s 0b300IBEHIOOL 458Md0gdolL Lszombdo. 93MM3Mwo
306396305 560l ghmgmmo  30M39mo  LsgHmodmGmOolm  ©™M33gbEo, Lowog
39BLOBOZOME0s O 3ELOBOEFOMYOIE0s 300)MBIToME0. brm J399sbsls dogse
930396053305 QO 29939 FJ935Hgds 0PN 306396305L. 0lgmTs oI
9399469005, MMaMm©9d03Ess Bobgmo s OHMLgmo oMo mg3gl bgwo dmghgeom
306396305%9 s 809M0790Mm©bgb sl g3MM3Mwo 306396305 A90M0Ygbgds MMM
Lobgerddm3zs69wm s 36MmdsM0 Fmxzwoml suBg IgBHo 939960l LEBIbIOEHWMWOo 6
G03096M0 B53560MbIEYdEM d3BOLOMZ0L. QoM 53ols, 3396305 FBIGL MFgOL
4395 bbgs mMQs60Do3E0sl, MHMAwgdoi 099bgdgb sl Ms3056m0 gowsHY39B¢0wgdols
90090580. gl MORsboBE0gd0s  93BM30L 3530060, 5TgMHO3Z0L  Lobgedfonmms
mO960bs30s (OAS)138 , 93mbm303MEH0 3sb53dOMAMIOLS s  2ob30m96MgdOL
MMQ560s305 (OECD)139 , 5%0s - {gbsto 039560l 930m6m303mM0 0965ddGMImdols
MMQ5605305 (APEC)140 , 063 96M3me00, 939 3960dm Lgd@m®ol Fo®dmdsygbargdo.
d0vbgoz50 0doly, MMI ImEgdme 30mb6396305L 9J3l FommMm  BogmmMITMEGOLM
3©05M9dS, BMYP0gOHmo J399sbs 350633 99(3H30390L, MM 306396305 0mz5¢0olHobgdls
3009656535910l 50533939@ LOFOMM 56B1S3T5MOL BMIYOL, s M5Ts3 Fg0dEGOS
OO bosbo 80sggbml 9Mmzbmw MlsxMMbmgdsl. 3039w Moado, 3mb3z9gbios
303309390 JugabBg obbMOE0gWgdM Fg@g3sL Aobobosgl MMM 39MHIm
5 Labgerdfoxnm 153900M9d0L [Hoboswdwgy Bosgbo oML, @S 3OS MHMAMOE
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0bxm®Isgomwo  0bxzmILEHOMIGHMOOL  ®d0gdBHdL  TmEOL, 0lLg3zg  OMAMOE3
5396005350056 5 M35 T93H9390L FmMob. 03 36396305 HoBMYgbL
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MM 3039M6535Ml, 30890EIOMOODBALS s 300gOHMAL As5BBosm 930 LygHPM
603560 s Bsbsliosmgdgwo, 3mb3zgbios BgdoldogH 30896M393HN35%g, dombgo35©
dom0  ImEH035300L5,  0mM35¢oLHobgdl, MMI  sbbg  bgedmd[gmds  J399690ds
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LoLGHYTJOOL o3E30L Ib0T3EgEMdS.

9mdboM9gdols 0bxMmMIs300L (330l JOMOMOEO s3M3569000:
- 063mM 35300l 36530630 MdOL MBOHMb39gEYgMRs;
- 063mMH 35300l 80W0sbMBOL NBEOHWB3gEYMRs;
- 06g3mMH 35300l Lo®{IMbMgdol MBEOWME39EYgMR3s;
- 063mMH 3530506 M3gMsGoreo 90856mmM30L  MBEA- 639egmRs;

- 909dGHOMbo  Lsboom  fo@Impygboeo  0bgm®dsgool  0mMoomwo

360093690 md0l MHOOHMb3gymas;

- 3wogbGol  8mgddggdgdol 306930096305 MOHMdOL MBEOHWB3gmymRs.
0b6x3m®3s300L 365300 Y630sEMds  60dBogl, GMT Fobsb BodsGmM3zs TbMerm
dmdbdoM9gdgms  35M33990  XaBRL  dgdeos. dm0sbmdsdo  0gErolbdgds

068306 35300L 96 3BIMAMTMEo MO MB3gEYMmaol M30L9ds FgobsMBMbml msgolo
LEAOMIEHNOS 5 FobssMLO Joo39dol s Fgbsbgzol 3Mm3gLdo.

06x3m®3s300L Lo®AMbmgds sl 835309 0053936908 MdOYIBL, GMIgeroi dol
D9l Fo6dmopqbl, 56 00 md0gJEL, MMAEOLsRsbsE g 0bBMOTs305s FJowgdyero.
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396530 MdS 4bLBOIMZL LEObBMETs30Mm MLOLOL »bIML 0gml dobs)zmdo
LSOMEMM JMIHIMGOOLIMZOL Jobo IMMbMZboEgdOL Tglodsdols.

0bxmM3s300l  0moomwo 3608369crmds 60dbsgl, ™I ©EM3IMIGBEHL  As5Rbos
099M0EOIO  dogws.  d8  30Bbom  1Bd0gdBHgoo, 3oLmzoLsi  960d36gwmgsbos
3053990 aBsgzboerol  oMmoomeo  360336gwmds, 09b6bAYd0sb
0b6x3m®3s300L 08 Q9BLOZMNOOGOMWO  SBHM0IMEHJOOL  LoYM3IEMoM 50056 JODY,
MmAwgdoz  3odmbo@ogzgb  dob  omMoome 8603369 mdsl.  aBsgzboegdols
0996000 36093690 mds  49bLo3MPMgd00 860d3bgem3z560s gargdGHBmbmemo
3905bol  LolEgdqddo, Los3 bgds ROl 9wgdB®MbMo  AssMOEb3OL
™396530900.  ©M3MIY6GHJOOL  0MMHoomwo  360d369wmdol  49bALYBMZMZ0
5GHM0dMBHJo0  9e»3bod3zbgem3gbs Mbs  s@ILEGHWMMGODID, ®™MI M3MIgbEGHOo
306309@ 0o 3060L J0gss 4odmyHogbowo.

™396530900L6 30680 I630sMOHMdOL M BOHMbggymgkgs  60dbogl, ™A
9mdb3oM9gdgnls 593L Lodwogds sHoMTMML M39gMs30gdo 0bYg, MMA 5Ms30l Jgqdemls
dolo  M35¢mM35o.  Abyoglbo  FmmMbmzbol 9@ MOoMMMds  3boo  gobgs
99dGHOMbmeo Mol Do IMdL6 9OMSQ. 999 GH™Mbemo
3b6g960dLHMMGd0L  LolEgdsbomsb  80dsmrm30LsL  IMIbIsMgdgEro  sfigeeol sl
390339 LBOY0IBBHOBOEOOM  0bBMMTo30sl. 98 LOLEBHYIJIOL  BoGOOIM
3936039 gdLMIb  ghmo  Fgboderms  2oBbgl  9ba9M0LHMMGOOL  M3gMO309d0L
3Mb6GHOMoMgd0l s dmIbTsMgdwgdBg BHMGHIWMOHO MZ5WMZ5¢0l LyToIOMGdS
Lobgdfogzm LEHOIEHMOMJIOL 96 b3S I06EHYMGLgdMEo 306M9dOL TBOOWSH.

y

Remote Worker

Zero-day exploit

VPN attacking the network

.
>

- I

Firewall

e

VPN

Remote Branch

Web Server Email Server DNS

59 36MHMdgdol 25005(Y393H0lL gemo Fbo 1o3956MbAYd™ sd@gdom LsdNMswgdom
LoobBMMTo30m  LoLEBHYIGIOL  BMIbTsMYGOWIODY  YmM39wA35M0  BHMEIWMOO
035M35ol  53Mdoengss.  GgmMg gbo 30 L3905 OHO  3M03GHMYMORBOEO
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39000 q00L 459mygbgdss.

MOMamO3 339 9036036900 Boobrm®dszom  MLsROMbMYds Mbs obzobowmm
OMamO3 0653mOs300L 3mbR0IBE30- SEWMOHMBdOL oE30L, S1939 0bBMOTS30mEo
LoliE9gdgdol  dogh  dmEgdmeo  gbJdEogdol  Tglcrmergdol  Mbseol  dbEOog.
LSObRMOT>30M Lol gdgools PRI M OTo Py TUATee) 31 d5mdoLIMZ0L BoFomM

OBOIC3Yn0
- bLobi98sd0 565lsb30M9gdo Fgrfia30L5396 OE3Y;

- 5330l 80 S ot LoLEIGOOL (335 JOBHIOHZOLORE;
- 803b3oGgdgdol s Jugerol dmdbsbweg 3gelmbscrol doge LolEgdsdo
565L56J306M90E0 dmddggd9d0LsYs0 OE39;

- 535000 Bo@S30900L 6OML LobGgdol  OE3d> 309ymdmH0sb
3900b3OoLssb.
Bo0bgm®mIsg0m-Egmg3mdnbozsgom® Ju9eqddo MogOHObMYdOL

BOM6390gmBoLINZ0L LS FoOMS:
- 063m®ds300L 5335 99bobgol,  gows3m8s3900L QS 3553990l

OMU;

- dmbs(399980L s IMIHTsMGOEGOOL  Lo®IMbmgdol odm{iagds (Abstrggdol
33H95GH0R035(309);

- 8mbs399990L N 056MdOL OMM3930L  5dmbgbs o
39BOMLOWYdY;

- 99603160 3mfiymdomdgdol s LEMIZLMGOOL O(339;

- 3653000963050 MM0 0bBMMTS300L 330 BomMZoMZ5¢m IM{YMdOWMdJdIOL
159415090007 FM33900B5Y0 O PosMb3z0LOYS;

- 30500 3MHMOYJAHJOOL (335 30MYLdOLOYSE s Bb3s 3BIMEMTMEO
BB OOLOYD;

- 36L56g (30609090 F90(939d0L5256 LEObFMEOTs30M LOLEHJIGOOL I(33o.

LSObBMMToz0m  OYLMOLYOOL  MLOBOMbMYdOL  MBEOMB3gyms  3MB3IOGEHME
d90mbg935d0 990degds gsdmobs@ml mGmysboBsgormo b @9dbozmeo dgmmogdom
0683635300l ©5335d0. MMYbOoBI30MWo TgMEYdo AolbIMdL 39MLMbsEIol
MR g05dmlogdgdol  BMLE  AobLIBPIMSL  IMIHBTSMGIOOL dbO0sb.
06x3m®I0Mgd5L GgLodem LogMmMbol dglabgd, LodMdosm 3Mmgbol OLYm MEMABODIOL,
M3 259m0603bMb 363300096305 OHO 0bRMOT5300L Qo51Mb30L FGLodEIGOMdS S
Ubgs. ©s3330L 3H9dbo3mmo d900m©gdo 4eolbdmdl  0bgm®mdsizoo LobEgdgdol
dm0smd0lb o 0bBMmMIs300L  Fgbobgzol  LH0TGEOMMBOL  FOBOEL (UMDY,
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LogbgMH3Mm 3306905 s  Bb3s) 06x3mMAs300lL  3M03EGHMYMIBOMWO (330
9900m©9dl T9bobzol s 4939308 3OHMEILA0, 9EBHI6EG0RB0ISEO0L 3OHMYMTM
153 9d90L, Jugerol HE35L JugEw Mo 93M96gd0m S e HYIdOm s BbZS.
056599000Mm39  ©5330L  LoLEgdgdo  Ls3dom©  MOYOoS,  FoMed  MOMS3
B9B39M9dMH030  ogomdo  3s0b3g 96 s60L, 0doGmd Gmd  0bxgm®mIszomwo
3996memy0900L 45630569051 0LOBO Ym39eM30L Bs3MOBYD0E. HoMmBmmmaqbgwos
JUB9EmsdmOobo 93msbol sMOLGdIMBdS LobBgdsdo (Firewall) Loog 30mI30993H9MHgd0
90069 Mb 56 HMHOL 5353006090, b M LsFoMMs 6FH0306MHMLO ) oG
5OLgdMOL  30MMLME0  3OMPGMS37d0, Tgd)- boggwgds LyMombmo  I330mO
3996memy0900 Bbgds sHsEo BHgdbmemyom®mo Loobarggdols 994abol Ladslmbmeo.
MRO® 39BH03 DMAXIO GJJbMEmaomcmo Losberg 56 0mbmgl 9930 gdgE (330L
Loli@gdol dgdabol, ol 0ddbgds 85306 MmEgbss 29Bbgds ool 53obsblmeo
90D5639)mb0wMds. Bog0mMo® 3300 9g960HT9dOL F9Jdbs Fmboizgdms dsBgdol
3smm30L LobiEgdgdol 3¢009bG-1gM39MHOo FMEIEOLMZ0L 930 GdJE0s, 0F0EH™A
Omd ol MIMsmE  dmddggdl  dmdbTsMgdqgdDy, MHMIOoE  LaMygdmdgb
50b0dbo LoLEBHGdom. bewm 3300 GMBI30900L 96 sOLYOMDdS BMOOWYE
A9W9IRMbgddo OIS 96  50LYBYds  Fo0d  A9Y0390DY.  VAMYMNZY  WOHE3ZOMO
A996mMy0900L 3563050905 49396l SbIBL  “35396M90Bg”7. gl 2oboy O3,
5096533 Y3900DY 99mYyg6905© H9dbmemy0qddos 30 35653 56 90ddbgds (3300
LobBgdolb gdds, Lsbsd FomBg 56 FMBYdS 3539MrE0 M3LLT. BoogE sgseomls
0oM0m5096L 9939090 JugEmMo Ggdbmerma0s, G®MmIgbsi s6OE M) 0bg oo bbols
§ob Jmboo, 563 09 0y bLgEOMBMWO 330l LOLEHYTS. FogMsd dcOMEHIMJIgYdOL
900909058 459mB0bs sMLgdMEol Lo@gdol bozgbgdo, s8o@GH™mI oMYmbgdwrog
3904365 L3gE0soHoMgdwo 330l d9dsboBTgd0 s LBTMOGdGOO ToRITOMS©
OMaMOO3  9OOL  bsm39H9d0lL  90dmdRgbgdo  (b3569M9gd0), T9BH930L  °dMIhgbo
LobLBHYdgdo s bbgs.

wOHM0JOHNMOOL Jobg300 godmoyggbgds Lbbgoolbgs ©s330m0  FHgdbmemaoqgdo,
3025005  0bBHIMBYBH6  35380MH0LsL  SMLEOML  4odmz094qbgdm VPN (Virtual
Private Network - 306@&wmocmMo 3903m Jugeo) Ggdbmemaosl, dsy®msd MmEgbsg

3930066 356bMO 309900 IGMOFPIME BoE0sGOMIb 50bodbMo  BHgdbmermyos
Uo3dsme@ 36033690 mgs60s.

0bxm®s30wo  ©s330L  B9dbmemaools dgMbgzolsl, d60d3bgermgzsb  gogwgbals
5b9bL 30330993 YMJdOL M5MEIbMds MHMIJWO3 FogH05693os Jugerdo. Jugwrols
9519900 3530 FgligdL 35MBsbMAL- MroEA6 Bl M385GOLMdOL godm 396

bgebgds LsFoMmm 0bxm®ds30mo o330l LoLGYIgdol T9gdgbs, oliggg Mmyme3
DMmAXIO 13565U369¢0L LsFOOMIIOL BogOmMmE 9O Jmbol godm. sbg ™I gMmo
30330993900, HMIgos BsG0)os 0b6@&9gMbgBoL Jugedo 56 BFoOYds

87



3069300096305 HO 0b6xEMOTs300L 455Mmb30L LHobsswdgam 3mbEH®MEol Loli@gds,
L3 50B0TbMEo LabomEbum 9930w gdgE0s 339 83069 3330v)EHYHIO
JB9Eols 5OLYGOMIOLSL.

06@9MmbgBHol bsbsdo 3m330993JOMwo 0bxm®mAs300L MLIROPLMYdS ©s Jugwrmeo
MBogOMbMYds gMmMBsbg@L B99cfys. 30830993 JOIo 0bBMMTS300L LOYIEO (339,
MOmdgeroi  d90BEgds  2oboloBM3zmML,  OMmamGOE  ©ovdgdgwo  dmddggdgdoL
50dmaxbgms s 25dm3wgbs. 0bodbyol 25390905 3330GHIOMEo  LobEgdol
9mIbdoM9gdgdol IBOOIB, 2o30wgdom OHMMEo s dbgwros, 300 FoGEH030
9509353035 3O03BHMYM5500bo.

3OO 8yMBsMmgMdL 03530 OMI IbmeEMmE F50gdoEH03oL 56 9dwos MBEMBIgeyml
ULOHMPO MLOBOMBMGS. 3M03GHMPMR0530 (3358 FoB9TsB03s 9dwg3l Mol
230653 JuMdIL d0MOMEHTMJI9)0Msb T9JMG00m. 9Or00 dOEOL TE GO LYY
MmOX IO 560 gdl Job 2o3H9b35L, 10-0L dosbermgdoom 1000-% g6 MHMEILSE 356530
900l 3m3309939H M@ MLOROMNbMGISBY 9HN056s©, Fb6Ygd0 08YMmBId0E MsbsdE)
9036 9Md530:  dOMEGHIMJIggdTds s 9339 9dTs  FgLodegdgEros o0Emb
A996mmao0lash  gMHmEL0a039 dmygds, gb 0dsl  bodbogl, MHmI vy 09396
39969905 155385MOLO 3M03EHMAMIR0S MLIRODBMYIOL YBOME39ELIYgMBI©, B530b

09396 299690m@om  g3zgmexngdo  HgbMogdo, Boasd Lodfimbsdm@  MIMmIgEgls
390mbg935d0 gL slig 56 SGOU.

3OL9dMOL MLOBOMbMYdOL 93M0 MYMMHOYIO FMEYWOo, MMIJms IMI3ILMOS
530656 gdMs 59900308 353W0O330L  LETOBOLEBHMML FogH S  J9FM0YgbgdMES
LodbgOM L0 MOl o330l FoBbom. JOMOMOPIE SBgO LOLEBHYIGdO SOl
96535 ©Mb0sb0, 0d0EH™A, HMI 0llobo Q5dM0Yygbgds M350 MBOL LyoYdEMgdols
dbsMHIBOFYMS.

®365390MHM39 05303UbIGB0L 3EsL0B0 330 8507056dMAMEOl goM©YdO

06@9MbgBHol  3m3MEsmOdOL  3MEMLOH  BOEILID  ghmo©, FoMdmoddbs
396LbmbswMmO  0bxgmOTozool, 3M0EH03MWws© 609369 ™m3zs60  3MOHIMMSE0MEo
M9LmOLYdoL, Lobgwdfoxzm LsoMAmmadol @s Lbgs 0bxgm®MIs300L  gosgmbgzol
2360939090 ™  BsdodMMgds. y4m3zger ©EY 35300900 93 OYLEOLYdL  9Jdbosb
L5J0IOMYISL. O (30MdI6 F00MMb gl 0bFMEOTs305 o3ILLACL Lb3sILbZS
3b900L  godmygbgdom, ©MMmIgdosg gomo dbGOZ bEgdosh MAFOM s MRO™
©5H39f0gd0 s dgmMg AbM0Z - o6 3H030 458Mmboygbgdes. 535L 39bs30MHMBYOL MmEo

RdgGH™Oo.

306390: gl 6oL 0bEgMbg@do ymzguwdb®ogzo Fgmfg3o0Mmds. MILEMHOLMBO
JU9egddo 353806093 0s FoWOoMbMd0” FM{YMdOMMds s 303 BoM535¢0
900mbo BogMm390s Mobrmgl 3mBs35¢do. sdo@™ma bs3ermgsb dmfymdowmdgddos
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3539609008 99gofig30l  9dsmMdSE3 0BOMEYds. 9xMgm3g 0bBHIMbgEHOL  BoMMm

23930390905 35396900 5de93L FgLodEgd MOl go3395¢Mb 06GMEMTs305 FerMdIIYE
3sd3o0do.

Intrusion Detection System Operation

IDS-enabled Sensor

Management Target
Console

99m69: 9B 5MHOL 25dMY9bgdoLlm3z0L oMEH030 M3GMS30Oo LobE)dgdols

@5 35000 894360l LMo gdgdoL Fo3M(39gds. 50bodbmwo GodBMmeMmo s930MGIL
353960L 59930009090 3B GdL  EMbgl.  Fsbsdg, MmA  dgddbowoym o
393603990 ogm BsMGH030 399mYgbgdomo 3MrMYMsds 353960l vbs Jmbmes Jstyo
39bomgds  3MMaM80Mgosdo.  sbws  Mmd  dogzowmo  (gomds 3539600
L5OgdgdDY, LsFoMms dbmem@ Lso@olb IP  dobodsGomol  3mbs s OmI
39635bMM 3090 Mmm 993935 YOOI M LBoFOMOMS 535(393796M0 Borymls.

JU9EMMo  Me3sLbAGd0 03gbs  FMOZOEAZ560S, 0939 OMYMOE LolEgdgdo,
Aol (obsswdgass 0bobo G056 dodsMmmeEo. DmyogMmo dg@gzs dsdmoMBgzs
0O  Lo®ommom. J9BHg30L 303900l Jgx3slgdoLOl 59930 gdIE0s  Z0EMWOID
BMmQ090M0  J9)HBOME3900, MO3IS0MZJI©  MHMIGElsg  d03Yszsmo  Tep/Ip
3OGHM3MMsdg -0). 06¢gMbgBo 99oddbs 0dobom3zol, GMI ©s35380690mEoym
Lobgdfogm MmEOYBOBI30930 s MB03gMLOEGEHYBHYOO s Qo9hos sbTsMYdS Lobfogam
36Mm39LOLM30L s 39360900 odM3IZWg39d0BsM30L. 58 Jugewrols 99Jdbgergdo 56

90MEYdmEbab dol sl 2o3MEgWYdsL. F9YRd©  0bBHIMBYBHOL  IOMEMIMEOl
5MgM BRg308303500 5O 0gm MLsgMMbMgdol dmmbmgbs sm3z5¢olfobgdmeo.
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580096039 ferols 899099, LEdMMEME 0fiYgl MLOFOMLMYdIOL BMIGdOL IbYMY3,
0dol  domzoobfjobgdom  ®MmI 93005637 9O  0ogm  gomzs¢olfobgdmewo
MBoBOHMbMYOOL BMIYd0, 5d0BH™A ST 53900905 0fYygl Lbgzolbgs Lodmswgdqgdoo
5 3OHMEIYMHJO0m, OMI sgosm MOLZ0, OMIGELOE F9039300 U 3OMEMIMWgdO.
090pamddo  s)3mowgdom  dobgobowogm  89dmbgzg3gdl  ©s353806MdMel TP
JLgergdob Hobsswdgy s BsIM3zmMzeom o0 Lfobsswdwgym bgmbgdl.

CAM Table Attack

Switch Floods All Traffic

Attacker Captures Traffic

macof -i ethi
36:a21:48:63:81:70 15:26:8d:4d:28:£f8 0.0.0.0.26413 > 0.0.0.0.49492: S 1094191437:10941591437(0) win 512
16:e8:8:0:4d:9¢c da:4d:bc:7c:ef:be 0.0.0.0.61376 > 0.0.0.0.47523: S 446486755:446486755(0) win 512

18:2a:de:56:38:71 33:af:9b:5:a6:97 0. .0.20086 >

0.0.0.0.6728: S 105051945:105051945(0) win 512
.0.45282 > 0.0.0.0.24898: S 1838062028:1838062028(0) win 512

0.0.0.0.

0.0.0.0.

0.
e7:5¢:97:42:ec:1 83:73:1a:32:20:93 0.0.
62:69:d3:1c:79:ef 80:13:35:4:cb:d0 0.0.0.0.11587 >
c5:a:b7:3e:3c:7a 3a:ee:c0:23:4a:fe 0.0.0.0.19784 > 57433: S 1018924173:1018924173(0) win 512
88:43:ee:51:¢7:68 b4:8d:ec:3e:14:bb 0.0.0.0.283 > 0.0.0.0,11466: S 727776406:727776406(0) win 512
b8:7a:7a:2d:2c:ae c2:fa:2d:7d:e7:bf 0.0.0.0.32650 > 0.0.0.0.11324: S 605528173:605528173(0) win 512
e0:d8:1e:74:1:e 57:98:b6:5a:fa:de 0.0.0.0.36346 > 0.0.0.0.55700: S 2128143986:2128143986(0) win 512

7723: S 1792413296:1792413296 (0) win 512

B909MHZM0

35096M3MW0  9dWMmdL  4505HY39GH0MYIL 3539G0L oGOl 96 odErM330L
dgLobgd Pgbgdol dsBoL Loxywd3zgubg. 950B0BOLEHMGHMMOL dmgoegmdss d9dabsls
obgmo  {glgdols doBy, MMIgeroE Tggbodsdgds 3mbB3MgGHMw Jugl s Jugedo
56LgdMe LgBZ0LgdL.

93909630 356obowsgl Fgligdl Tomo BmIMYdOL BMHIMdOL dobgzom. vy
353930 d99Lsdsdgds dmEgdwe gL, 85806 Bs0gMZMEO b 5BHIMYIL 53 35393 o6
0m353LdsL. 99009y F9LgdL oL sEI® ASBObOEILgL. Jugerol Mbgbg dmdmdsgg
933509630l Fglo 99905 89000930 3909g00LYsb:

1. §obol bmdgmo
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2. 9mgdg9ds

3. 3OMEGHM3MWOo

4. 25925360l 3mEGH0oL 96 Jugerols dolsdsGro
5. 25935360l 360l bndgemo s60bEgemzswo

6. 50MgLsGHOL 3MbEOL 96 Jugerols JolsdsGmoo
7. 3000900L 3O Eob bmdgMo sb 0bEgMzowo

d9Lsdegdgos 53 figlgddo  oyml  0bxyMmMTs30s, MMIJOE  ITIMIOWIINIOS
306309@ M 3OMEHMIMDY, 3534500005 TCP 36H:MmEHM3M@olsmgol — 0bgm®ds3os
Lgbool 3EAMT>MgOMsbYg, ICMP 3HMEHM3M@oLIM30L — 0685305 353930l GHo3bBY
Q9 5.0.

D990  Bs8MM3WOWwo 3919000 930 gdgEos  FbmemE 306M39wo  bmoo.
5656B96900l F0m00gds 5Y(30eGdJO 56 OO M¥) 535l BLOEWYS305 56 Fmombmgl.

39630bowmm G 3609369crmd9gd0 990dwgds J00MML MOMMYYds 39ds s M) Mo
dmbMm3b90L b 53059Mmzowgdbgb olobo.

L. fgbolb bmdgmo - Gogbgzo 1-sb 65534-0009. (BsogMzmedo dgbaderem  folgdol
50mEbMds  ©IM30EIONIE0s  3MB3MGGHME0  9o0B30sDY. o dmyzsbowos
96003690md9d0  FreeBSD  m39Msgomwo  LobGgdob d39d 0dmdwmdsgg IPFW
93350963 obmM300L).

2. 8mgd900905 — dgLodegd9E0s MO JmJdgds: Jo@IMIYOS

(permit, allow, pass) 56 dE™33s (deny).

3. 3OMEH ™30 — Jgodegds oommb 89dwgao d60d3bgwmdgdo: IP, TCP, UDP, ICMP
s bgo.

4. 95935360 oMM — 5930w dJ0s Bs0fgOHML Jugaol JobedsGmo Tglsdsdolo
bomdom (Network Mask) 56 3mU@ol dobsdsrmols dgdmbgggsdo ob dogfigmml bLodygzs:
“host”. bo@sdo Fgodgds Bsofigmmlb mOBs0MI© — 50000 FGmETsEHOl doLadsGmol
00009 d50Edo Jugaol bsfowol domomgdom (sgswomog: 255.255.255.252), o6
1065¢mE Jugeol bosddo gOH0sbgdoL Hom©abmdol Jomomgdoo (/30).

3539¢h9d0l Lboggmo

35394900L Lboxgmo [oMBmynbl 358mygbgdoom 30myMmsdsl, Mmdgaros 04gbgdl Jugwrwm®
533G 9oL, MHMIgEoE 8dsmdl Mm3sm3zseol Mg 0ddo (Promiscuous mode - 93 69;0880
503339M0 9439w 3539GL, 800900 BoBOIMMO SMBOL J0ge, MYbegbol s3eo3sEosls

©59v853900L5030L) 58 EOML LBoxggHo 0FgMOL yzgws Jugwne 35393, OHMIgEwos
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29005033905 296LoBOZMME EMIg0bdo. 53 OHMOLbM30L LbogIMgdo Jugagddo Loglgdom
396mbogMo  dmBomdgb  Jugegddo. obobo 2sdmoygbgds OsRBMLEHOI0BIMZ0L
A®5x8030L  565¢n0Bolom30L, TogMsd vy TbgzgErmdsdo 0300900 0dsL, ™I
BMQ09M00 53035309 2503L39aL IMbs(39990L BH9duEO BmMIsdo (Ftp, Telnet, SMTP,
POP3 s ULbgs)  Uboxgg®ol  Lsdoowgdom  Tgbodergdgeros 4930300
3633000963050 0b5MEOTs305 (8. BTHAsMgdOL Lobgwro s 3oMMmO).

Lobgargdols o  39MMEol  oagbs 0dwg3s o  LETodMMGdSL, GoEYBSE
9mdbdoMm9gdegdo bdoMs 094gbgdgb gMmo s 03039 Lobgml s 3sGMWL IMs35wo
30M6580bmM30l, M35 JmIbBoMgdgwl boghmm 9J3b FbmwmE ghHmo Lobgwo s
35OMWo.  0¢)  3OMyMds  IMFomdl  OMamO3  3600963)-gM39M0,  bmeom
33H96GH0R030M9dMwo  8mbs39dgdo  2oo9390s Jugwol  Ledwmoergdoo o
3000b3500 G9JuBGHOo BMOTsEGom, 8500b U 0bBRMOB5305 OO  SEIOSCIMDO
990dgds  98mygabgde  0dbsl  3MO3MOOGHOM s 296  MHgbOLYdDY
$30mdolom3zolL (d9¢930L I9gnMm©gdo BAoMs® d5HOMYds LM E0SEX MO 0bs0bgMOO0L
L5339 DY). Fom 3960 99300 FoMdmEygbowro, ®md B396 3094gbgdm gMmo s
03039 356l M350 MLOLOL famdolsmgzol, B3gbo 3sMmEol goggdom, sl
d999dwos B3gbo GLMOLOL 25dmygbgds 439eBg M 35M0sBGHT0 ol Joowgdl
0P30masl  LsdMABAsMOX™  ©MbYHg s  dobo  Lobvoergdoo  dgddbol  sbogw
9mdboM9gdgl, MHMAEOL  Lsdmomgdom Aol Fggdergds  Bgdolidoge Bmdgb@do
390m3009L Jugerdo s Job MHgbOLgdJo.

35393900l Lboggobaol  LododMMgdol  sboHgzs  FLodergdgros  Asdm309Ygbmm
39000990 LsdSEgdgd0:

5739630803530

33H95GH0R035300L  dE0gMo 1539w dgd0 [omdMoygbgb db0d3bgEM3z56 bgMbl,
35393900L Lbogobaol fobswdwgy. “dwr0gmo” bodmowgdgdol 9398 0gErolibdgds
090 39MmEYd0, HMIOLMZ30L 439MEOL 53Ws dbgo FglsdErgdgeros.

3925005 0LYMNO 93EIBEH0R035300LS OOl JOMYIM©O 35OMeqdo (One Time
Passwords, OTP) OTP- gl s®0ob 59396GH083035300L mORsdEHMM0sb0 Fgdbmemyos,
MMIol EOMLYE bgds gom35¢olfobgds 0dobs Mog 09396 godzm@s 0dsby Mg
09396  030m,  GH0309)M0  BoPoWOMOs  MORSIBHMO060  9E9bEGH0R03S30LS
0o0mo9bL  B563md@0, MHMIgEroE 9dmMmyoEbmdm mdaab, xgO gdomo mdzgbo
35bGH03MM0 BMIMOM s MMy ™Md3960 306 3mom. sBHIbEGH0B0IsEOOLIMZ0L
OTP- LobGgdsdo spMgm3gg dmombmggds 306 3m©o s 93960 30O BdGSMO.
7056530 (Token) ol §398 0gmeolibdgds 535G 56 30IMaM8me0 Bodwoegdy,
MOmdgwog 939600060938 bo3ow M (Fgdmbggzomo  d9mBg3z0L  3M0bEgodom)
96003m396@056, gOOX IO 35OHMWL. M) 353000 o0dgdL IMEgIME 35Ol
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L60gggOOL  Lodmogdom, dobmzol gl 0bFMEOTs30s 0d69ds  ASTMMLS-  YRSMO,
oobs3 gu oMo 339 0gbgds 9dmYgbgdMEo s 3sGolo Fgdmdo
399mggb9d0Lm30L  530bodbmm, Mmd gl bgdMbo  Lbogobaol  Lsfobssmdpgym
LodMIME39O© JB9IJBHWIM0s FTBMEME 356OHMEOl sFJMHOL 9gdmnbggzsdo, Lboggmo,
6IgoE ©oFgOL bbss 0bxgm®mdsiosl (5. 9w BmbEHOL 0bxgMm™MTs30sl) 56 35603l
530U 95399 GHO™MSL.

59396308035300L 30MEMIMEO. 57)E96E08035305 $3mfidgdl 30396035300l MM
30608 MEYoMMdsL. ITMMGIMo  3OMEILOL  MEGYIMHMdOL  Fdm{agds
00bm3gl OO 3OMEMIMEGOL, 46Ol 3M03EHMAMIR05DY.

50bs60dbs305, MMA bdoMo gOMsbgmdo MEM9396 5BHIBGHO0B03E0L o

33GMM0BI305L. 99BIBGHORB0IIE0S 93939005 FMBOMIMOL “YEYrIsEIMdOL

390039000, 93¢™OH0DE305L 30 Bogddg 993L 6gdM390056. BooW0Ms© 3OMYEDd

3009630 80850:53L Bs0M LgMz9gMl s 9MBbgds: "3 3560 3MM3glbo A @

dobgos test.doc 3500l [odgs". Bs0EmMTs LgMzgMds bs FoHY30GHMU:
1.560b 09 56M5065900300 0 gu3OHMEgLOA? (3G IbGHO0R03S309)

2. 543L 099 565 A-U test.doc ooob §odwrol Ma3engds? (53GHMM0DI300)

dbmem@ 030b 9999, M53 MmMH039 3000b35Hg 0469ds 5O BMMZ560 3sLvbo
393990,  Igbodergdgos  2sbbmMiogmEgl  dmmbmgboo  8mddggdo.
96083690mgs60 s60L 30390 Jombgs. dol 9909, Mo bgMz9mds oEgol vy 3oL
90535653905,  MBgdol  Fgusdm{idgdws  LoFomms  dbmem@  3bBOOWIdOL

M3 99dm{jagds.

y39s  999396GH08035300L  3OMGMIMEol  d0gh  258mygbgdmmwo  LogBom  bgdgds
d90009ab50600:

dmdbdoMmgdgels  (3Gm3gbl) A-L, LMOL  ©o93gsmMl 3o 39300600  dgmeg
9mdbBo6909wmsb, B-Limsb. B 85630605 @s A-b vbos 3oLmsb Logddosbo gotoggds. A
oflygdlb odom, MMI MaBsgbol B-U TgBYmdobgdsl, 6 bomdoo sLFMG30e
2395090900 3535303909 396GH®L (KDC - key distribution center). 998q9g dM035¢00
300500 gd0m  9aH93b0lL 3093 M98m©9bodg  T9gEHYmd0obgdsl. 5ol F9dwgy
dmOMGd0409ds>  Fg0dmgds  ©s0F0OML, F9E35wmb s  bgwsbems  d94dbsl gL
39¢Ymd0b6935 0doLOmM30L, O™ dMdEYMMb A s B 56 MG oenmq Bosrml 3560905,
sbg 99 0Ly, HMEILSE 3OMEGHMIMEO STMOZMHYJOL MO30L FMTomdsL, A bs 0ymb
QM3 1bgdmo, MM §Ee3s05390s B-U, bmem B — 30 A-b. 3936 36m@GHM™m3medo
dboM0©9900 J3b0sh 1gsblol Loodem ASLOMIOL, GMIomsi IMdbIsMYd9dO
3933056 9908  0bZMOTo30sl. 36903500  dMbo3gdoms  yzgwrs 2933w
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000@M9ds LodgEBHOOWEO SYMOHOMIOL Q5dmygbadom,

306GIH0 39630 Jigeo (VPN Gggbmemyos)

VPN- 0ol do6005000 80560 5600b 0gz9b0 3mbozgdgdol Mbsgzdmbm 4306530l 994dbs,

3903 390593995 LYM39M9gdL 0bEHIMBYBHT0 FoOLZSEY. MVT(3, 5356 godmofjzos
BM0gMHm0 b35 LoMRIOIE0, MMAMOOESS 5P IPYIMGMDS spoofing.

8099595350 030bLY, ®MI gl BobIL 1F60I369 My, 3930IN IO SGOL 5SRO0, HMEILS
Lo0IH spoofing HGHTsMS boEbl A5OWHBML geo- 50 TGIIMGJMDS dsM0YIMHGOO.
900090 Bobgmoll oo bobds®modogowoms@. Bobgmol dmszmmds LgMHombymo
P9l 06EGH9MbgEHL s 8936 Modgl dogvbeM3gd0m 0bEIMBYEGHT0 063 MbgEdo
Q¥WM3005 Bobgmdo. dbmeme VPN- ol 59mygbgdom 9gmderos Bobgomdo
5399969000 3mdbIsM9gdgdl H3mds LooEgdo, MHmamEmOoEss Google s Facebook.

Introducing VPNs

VPN Benefits:
» Cost Savings
« Security

+ Scalability

+ Compatibility L ="
Business Partner with
a Cisco Router

Regional Office with
a Cisco ASA Firewal

Mobile Worker with
Cisco AnyConnect

SOHO with
a Cisco Router

05bs@MmEgdobmgzol  (P2P)  9mdbdsdgdemgdobmgzol, bsoab@Hogozsgom  ®olzol
3905, ™d39b s193g 9HoMTIMYdM MJ39b0 3MMEHOL HY3930L MHoL3gdL Torrenting- ol
99039md0m. VPNs ©ogbds6qds 60eosdls 99235050, ®md mgdzgbo ©0os 3mG@Egdo

53005 396 259M0Y4gbmb.
VPN-gd0lL 30603900 @5 ¢9306039qbo  dobsbo ©@mgl  9bmbodmEmdss.  odzgbo

9mfym30md0sb MLogdmbm 243060500l d9ddbols s LYM39MdOL MBsRMMbMO
39496000 s dmbs3gdms 4oL EHBI©, GMIJoE 3300000 oo, VPN- qdo

993991950 04969096 0g396L dmbs3999dL.
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https://en.wikipedia.org/wiki/Great_Firewall

36mbodmMmds

9 0958 603bs3L, MM 306091 3O MdM FMIJOEM™ ob, ML 5390090 0b3BYMbgEdo,
3589¢0ms©, 0939l Foge Fmbsbmergdme Boo@gdbg s 5.0. VPNs o0dwgbs
33906090 ME0s  Sbmbodmdmdom, ®md EIl d93m0  Jomgsbo  gosobol
39005L5bHOEYOOL BOMYOSL, O3 96 MBS 0yml traced, HMPMOOEGIS Crypto 35C9ES
BoB)JoM0 BYMN0R0393HJOO.

spoofing

0dob 959m, O™ VPN 9mdbobwmegds 543L LgMzgegool 3936 s@aomsl dmgel
AbmREomdo, doge ©sds353006939wo 0d LYMH39Md0L dg0dwosm 'spoof mdzgbo
5QA0WAYOMGMBS, HMAMO 3 03039, M3 VPN Lgegghby.

MLog3Hbmgds

093600 VPN 8mdlobwMgds wqlsig ofiggds Mxemm dg@o mlsgmmbmgdol Bmadgdol
396bMM 309 gds oo IMIBAsMdEGOOLMZOL. 00 JOMOMOIPIE 0fYM Mbes0b
9mbs399ms 9MHM3900L5 S MZIWMZIEOL IO M 33580, BoaEM53 SbENd QOTRIMMIOS
930500l dMm30609ds @  Bmyoghm  dgdmbgzgzsdo 3o bG0z300HWLmwo
390939 0wgdgd0E 3O-

VPN 36mm@m3megdo

909bgo350 030y, MHMI sOLYDdMOL M350 Lo3MAMbo3Zs3OMm mJdgdo, SOLYIMBL
BP0 300Mds, MHMAIdo3 bdoMs FbsML MmFg@gb VPN ULgedgzolol d69bwols
9099b99350. BMA0 MROM LHEOS305, BMYo bgws, Dm0 MAOHM MLsrMMbms, Lbggdo
65300905 560056. 56Mhg3560 FgqLsds3gds MJ39bL IMMbM3bgAL, sbig M@A, gl Ggodergds
oyml 35600 Bgd3os, OHMI YMBoEYds 80sJ3omm vy ™d396 3060930 VPN- U
3990mygbgdsls.

OpenVPN: 005 mgdols mgdo, MmIgerog bydvvwm boBdsMg xgO 30093 30935DMdM
dE0g60 ©530x83M0L dbsMOFIO.

L2TP / IPSec: gl 56H0L 15305Mm@© 29303JIIME0 s 0O35HDMIM  PoMLgmEo
LoBRJoMI00, BoaE0d 530S IO MO0 BMYoGHDO L50EJd0, OMIGdOE 56
39696 bl VPN 8mdbdo6gdemgdl.

SSTP: 563 0l bygmz9WMsMmE byEPdols{i3EMTo S IO 356M0 F0BROOMJIOL 56 593L
09360 6©93m39bs305L 1535.

IKEV2: doqwosh UjMsgo 39300600 s  oblogmmcgdom 3560  dmdorweo
930 mdgd0Lm30L, 09935 BLEBHO ITORB3MOL BEBIBIMEHIOL LXOZsDMB.

PPTP:
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BomGogos wlsmGobogdols boBdotob

Lfifamo dagrarmo
g39ersthg dogaemo fOog0 fooe

OpenVPN 256-bit dgyegbadols
Jeaeofgda
Jsgdofo
Byemo oo
3eeathy dogaem agls
L2TP 256-bit 430 0] doauro Jotrgloe
Jeaeofgda 3tamqbetho

NeRtelp kel elytory ligglal

4300y ogsero

SSTP 256-bit Byemo
Jopodgbs
anenag doeaer
IKEV2 256-bit 3By e Wesgo
Jeaeofgda
80Bo0B3cmn
PPTP 125-bit oremTahe WGesgo
wbagPabegds

90bgo350 5doby, OpenVPN gobs dsgrosb 3603369crmgzsb0 s Mhgds gMm-gMmo
43905D9 MLOgOMbM mgddgdo. 0g0 FbsOL M FGOL o056 B0 FoRMOMYdOL ™bol
Bomgmom, M3 003wgds, OMYMO3 "0935¢0" 256- ol 1533956dm  3MOMmgdOm
dmombmgl 2048-bit RSA 5dm3Ebmdol s 160- ob Lodgdosbo SHAT seogmGomdo.

5MLYIMOL sdMs30 VPN bgMzobol 3Mm3s50090M900 out there, sbg GMI, HM©OLLE
L5353O ™M IMALObYYMH9dOL Jodfmgdgero 360d369wM35605 435bLM3IL BMLEHI© Mo
93960 dmbm3zbgdo. 0 094396 MBIGIWMO (3OEMBL Y3390 (396Dl
R9MOIYB0L 439MEOL 93WOm, MBOM 05RO seGHIMBIEH039005, OMYMOOEss HTTP /
HTTPS 36mgduo.

VPNs  560L  g439moBg  domowo gmé@ds  bmGdsermeo  dmdbdsmgdgwmoms
306930096305 MHMO0L @ 9bMbodMOMIOL o339, oLobo  2sb3MM3zboros
39656086905 9396 MLoRODObM, MBsROMBM s MHBOMB3gryml, MHmI mdzgbo
535¢09M90L  bogdosbMdOL 0bsbgds 306150. MMIES, MOMMIMWO 3MHMIS0EIMO
05350 030L, ®Md 0Lobo o63M360w0s J9M339w0 FoBbYdOLsMZOL.

doomgom dspsmoms TorGuard, HmIgeroE doMomos© Bodbsgs 08 5@sd0sbgdL,
3063 0mdogs oym Peer-to-Peer (P2P) 535000l gob0s®gdol Jugargdo. sdslmsb,
dmom J93bgomm 3mb3Mg¢me Bigmmgddo VPNs d39b vmbos goomzswoljobmb,
MLy 9535L930L 9O oo.

56mbodOHMds

d0bgo350 0oLy, OMT FoOMI0Y, 0bEHIMOBYE 9339 39OTIIM Sb530L, BH9gbmemyos

339 30056005 LHOsRs©. gL, 3md3sb6ogdo dmgwl dbmgomdo  ofygdgb
035¢gMH0  dmIbTsMIOGIL  (30BOWWSE, MM  ©gbTsM™mL  Foon  dmbs39dme

3b65¢00B0. Bmyoghom 99dmbgzg35d0, dms3MHMdgd0 339 (36Md0os 96 93396, I
03500350l dmIbTsG9d9w0 30BMMES.
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https://www.webhostingsecretrevealed.net/ka/go/sslproxy
https://www.webhostingsecretrevealed.net/ka/go/sslproxy

00¢) B0JOMIM, MHMA gbs 56 IMHOYdS MJ396M9b, BP0 MJ396 FbMzOMdM X 399565300,
653 8839609600, 330003 0530dMgo.

36MLgdMBOL 36MdOEro  BsTMOgMMdM  Fgm35¢gMgmds 30Maddgdo  bmMEogwgds
939969000, MMM 890535398900, MHMAMmO3 Bobgmo s MHLgmo, BgodMmowdo
339035600 y39ws AHs!

049396 3930900m 3993MbGOM Mo 9J-gmbEGoom, 399-3396©9dbg
M9R0LEGHM0MGdS 5 OSH, 390Ls0GHDY bgdoLANYMO YOOl TMbIbNgds3 3o.
Bsdodo, 56o?

9L 5®ol VPN bg®3olLol 96, — 96000 doMomo@o 8w96J30s, OHmAgerog sagbdsdgdsm
0639606930 56mbodmOMdOL 896560Fbgdsd0. 535U 539390L ol dzgbo IP dobsdstromols
50535093960  30sMgMdOL  bosdo,  dMbs39d9d0lL  sToxzcs,  MMIgEoEs
3900593995 3g39bL> s 06EIMBYEBHL FMMOL S 0dol YBEOWB39ELIYMBIE, MM 1535
3635009003 30 96O 53MmBEMMEgdL md39bl Foge 45390090 bogddgl (9@l
99dnbgg3500).

dg3o VPN 9mdbobmMgdol ©eqlsg 009096 dowgdols  sbmbodwm@mo  gowsbol

35659930900,  OMYMOOBSS  Crypto  39BHd @O Boo, 96 Lobmdsemo
LgOH0TB0IoE 0.

3065050, 9OHM0 6030l Jgbs®BMbgds g 56 dogd3L s™foz0l M350, ol sGOL J399sbs,
Losi VPN Gg30L3 600609005 dob bogddosbmdsbomsb. 39300 VPN- ol d@3o339d00m,
obobo 96 00mgdggdl dmIbIsMYdIOL 5JEH03MdSDY, FogMsd BMA0gMo J399sbsdo
L5359 YOMMs  dmbs3gdoms  09393900L  39bmbgdo.  BoMBg360s  so®BOML VPN
3635000960, MMIgEo3 M90LEGM0MGOME0s 39456580, Losg 3obmbo VPN dbsdql,
MMPMO0355 356585 96 3OI0E96gmOl 30O X 0600l 3B gdo oQd0MS.

9309600 g0vemo VPN bsrg3gomglim sbmbodwm®mmdoliogols:

e NordVPN - 35650500 @©ox3dbgdmemo  3mad3sb60s  Jggybol  owGolodazost
99399009056(905 5 356505 56 593l BMbs39ds Fgbabgols 3obmbYdL.

o H9s30mby - Surfshark ogdl gzges 36033690m356 LozMgoo@m dsGsmols
3oobols  (VISA, Master, AMEX, Discover) o Ubgoslbgs sbmbodmemo
29005bOL 3500563900, d500 ImGOL Bitcoin, GooglePay s AliPay.

Ml5g3MbMYds

Encryption 36m@™3meqdo bsfgobo 59969390 MLsgmmbmgdols dobslosmgdargdo
VPN  300096¢)0b  30ma®medmmo  «bemHbggwymas, VPNs @@l 30035Dmdom
MBoBOMbMgdoL 3930 ©Mbgbg. Mo dds MbEs, Yz9wsHg 3M0GH03MWo  sGOL
MBoBOMbMYOOLs s FNE0sbMmdoL  393doM0, GMIgoi 0bs®RMBbdl F9bl o
0b39MbyBHL Imeob.

300093 9OH®0 39969309, OMBgeoa 3936 VPN 9malobr6Mgdols 200035Dmdm 30035Dmdo
93309 mdol 89(33¢5b. gl 60dbsgls, MmA 6xdoLdogH ML 1J3960 S35 OLS s VPN
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https://en.wikipedia.org/wiki/List_of_government_mass_surveillance_projects
https://cooltechzone.com/hide-ip
https://cooltechzone.com/hide-ip
https://www.webhostingsecretrevealed.net/ka/go/nordvpn-guide
https://www.webhostingsecretrevealed.net/ka/go/surfshark-guide

LYMHZ9OL FmOOL 35300MHOL SIS 96 OGS Mo0dg FoBgbom, VPN 3e09630
395B9M9dL yz9es dmbo39aL, MMBgeog 3odmEobl 6 1g39bL dmfymdowmdsBg dmeob.

Ghosting

VPN- 980 @o@o bbol 95630y 0943696, H™3 bmyog@omo 393LsoEo 56 0bsg
000530MMdIIL  250Mm30gds 9§30 VPN- ol 5d@Go3mdolb  smoségdsdo. VPNs- ol
9mALob®mqdol  d0dfmgdegdds s1g3g 03050 gl 73MbdEos, MMGdoag Ao93bgLs
Stealth, Ghosting 6 VPN Obfuscation (&g®dobmmaos 996Mygmdl, dsa®msd olbobo
D505 60dBs3L 03039). gb Byl MHgmdL LobEYIgdL, MMIIdOE SJG0IMS© 9d9d96
VPN 8mdbds69deqdb.

mMdsgo VPN

Bma09Mm0 VPNs {olgams oo lengths, o0y ©ogbdsdrml ds0d dmdbdocgdgenls
0535¢035 35000 3065Mds s 96 IMPOL 9O BwY6J305 Imfims mGIsgo VPN. gl
0095L 60dbsgls, MMI 19396 s9393d0MOm gMm VPN bg®m39mb ©s 3930060 999009
MG gOHoL d9d39mdoom bbgs VPN LgM39mHdg sc0tg @sd@GHgdob ob@gmbg@do. 3o6@s
95OIOMBHO0DO300LY,  FogMOE0s  MORIO  2omEMToRJIMWO0S, M3 TG JO0M
MBogOHMbMYdOL ©ToE YO0 3gbsL JAbob.

1) PPoP (PmobE)-&m-Pmob@ ombbgwwoby POm@Emame) — *fod@&owo-Hod@Eowo”
330650990 3OHMEHMIME0s QS 250M0Y)bgds HMYMM3 450535OMMYdJo PPP (Pmob@-
AM-Pmob@  POmGmEm).  459m0ygbgds  0bgm®dsgool  993+ddz0Lbs o
3°0086M30L5mM30L.  3OMEMIMEOL  BEBBEIOGHMWO  S3MOMBY30LLL  Tglodergdgwros
399Mm30ygbmm  gsdogxMzol  dgomeo MPPE  (Mog®OHmlmgd Pmobd-@Gm-Pmobd
Ebgty3@omb).

d9LsdgdgE0s  IMbs(39d900L 4953905  49F0FTOZ0L  oc98g, oblboro  Lsboo.
9m399Mwo  3OHMEGHM3MWom  06353Lws30s bgds Losmsr)Mol ©sds@gdom GEE
(GEbG®OE ©mMGH0by Eb-3odbvmms@domb) s IP-b Lomom®™o, Mmdgao 3993530009
PPP 360 @ m3meom.

2) L2P — ®mdgerog dgddboeros PPP (Mog®mbmgd) s L2F (Bobigm) 3Hm@Em3mengdols
399600569%0m, §o6MHIMoYIBL MROM O3 F996M0gdsL. FodoxMm3zs bgds IPsec
3OmGM3mom. L2P  (o®dmoygbl  ©odm®mgdmewo  ©sd39dol  3e009bEHolsmzol
B539690M@lL  3eogbBHo  sLsfyolbdo  300EMAL  FomgMdEal  bgez9ML S0
3OMGHMINWOm, MMAMOE MROM MBIBO®DBM. dmbs3999008 06353Lwwsz0s bgds
LMoL T3 Jdom L2 s IP dmbs3gdngdmsb MHmIgeoE ©sdmdsggdvicmos PPP
3OMGM3Mom. Imbs3g0ms godoxzms bgds sergmcmomdoom DES (Data) s6 3DES, Gols

09935053 8000930 3939990
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https://nordvpn.com/features/double-vpn/

Encryption Algorithms:

Least Secure Most Secure

Confidentiality

Key th:
Ss-bltsk(e:‘;%imes)
Key :
s
192-bits
256-bits
length:
160—2?&1

0653mMH 35300 &93bmemy0qd0l 39630569000 056589060H™39 306009030
300330993H9OMWo 300G OHo  390dm  Jugegdol  F9ddbol 9930 gdMds
363996096339609895.  30330993HgOwo VPN doM0ms©  ©930653qumdsl Fo0dmowagbl: —
LobGHAoL  AoLIGHNVMOMDS.  SBSEO  FBoosol  obLBoLLL b FoMIol  sboero
095653960 ol;m3ol, HMIgEbog WBWGds 5J3L 0LOMRJIW ML EsTMEGOIYE TZ90LMB, 56
LFOMEIOS  STOEJOOO  boMxgdo  3MmIMBOZsEOoLIMZoL; = LoLEJIOL  Imgboemds.
3003099490 VPN-oo30L  36009369c0mds 96 9J3b 3063l 0obsddMmmIgero  oosb
SbMOE0gEdL  ©sd39dsL. godmoygbgds ImdowMMmo Mmxolgdo, Losg 6 sGOL LsFoMHm
39bLsBE3OMo  sEowol  FgMbhg3zs;  LodMdom 50Ol MmERB0BsEooLIMZ0L
09653360900 49MAMIB0YWS® 56 5GOL FgIMLBO3OWYo 39MdM Jugwol 35dmygbadsty.
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3009605305330L 369396300 Loli¢gdol (IPS) sbgygzs

IPsec Negotiation

Q@ o IPsec VPN Negotiation:
m-m.M_. wiests  Step 1 - Host A sends
BeA © iy interesting traffic to Host B.
@
IPsec VPN Negotiation: () (5
Step 2 - R1and R2 M
negotiate an IKE Phase 1 = e v
session. (4] IKE Phase 1

1SakMP sa Bl ISAKMP SA

IPsec VPN Negotiation: O (5)

Step 3-R1and R2 m_o_l_a.w 192.168.1.3
negotiate an IKE Phase A @) Hod8

2 session. o IKE Phase 2

IPsec 5A -

IPsec VPN Configuration Tasks

XYZCORP
Site 1 Site 2
10.0.1.0/24 192.168.1.0/24

Intermet »

192.168.1.3

s0/0/0
172.30.2.1

s0/0/0
172.30.2.2

10.0.1.3

XYZCORP Security Policy Configuration Tasks

Encrypt traffic with AES 256 and SHA 1. Configure the ISAKMP policy for IKE Phase 1
Authentication with PSK 2. Configure the IPsec policy for IKE Phase 2
Exchange keys with group 24 3. Configure the crypto map for IPsec policy
ISAKMP tunnel lifetime is 1 hour 4 Apply the IPsec policy

IPsec tunnel uses ESP with a 15-min. lifetime 5. Verify the IPsec tunnel is operational
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Existing ACL Configurations (Cont.)

Permitting Traffic for IPsec Negotiations

Site 1

10.0.1.0/24

10.0.1.3

S0/0/0
172.30.2.1

XYZCORP

Internet

Site 2
192.168.1.0/24

S0/0/0
172.30.2.2

2
192.168.1.3

Rl(config)# ip access-list extended INBOUND
Rl (config-ext-nacl)# permit ip 192.168.1.0 0.0.0.255 10.0.1.0 0.0.0.255
Rl (config-ext-nacl)# permit icmp host 172.30.2.2 host 172.30.2.1

ud

Rl (config-ext-nacl)# deny ip any any
Rl (config-ext-nacl) # exit

Rl (config)# interface serial0/0/0

Rl (config-if)# ip access-group INBOUND in

Configure |IPsec Transform Set

The crypto ipsec

Site 1

10.0.1.0/24

10.0.1.3

transform-set Command

S0/0/0
172.30.2.1

WORD Transform set tag

ah-md5-hmac
ah-sha-hmac
ah-sha256-hmac
ah-sha384-hmac
ah-gsha512-hmac

comp-12s
esp-3des
esp-aes
esp-des
esp-gcm

esp-gmac
esp-mdS-hmac
esp-null
esp-seal
esp-sha-hmac

XYZCORP

Internet

S0/0/0
172.30.2.2

192.168.1.3

Rl(config)# crypto ipsec transform-set ?

Rl(config)# crypto ipsec transform-set R1-R2 ?

AH-HMAC-MD5 transform

AH-HMAC-SHA transform

AH-HMAC-SHA256 transform

AH-HMAC~-SHA384 transform

AH-HMAC-SHAS12 transform

IP Compression using the L2S compression algorithm

ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP
ESP

transform
transform
transform

ransform
transform
transform
transform
transform
transform

using 3DES(EDE) cipher (168 bits)
using AES cipher

using DES cipher (56 bits)

using GCM cipher

using GMAC cipher

using HMAC-MD5S auth

w/o cipher

using SEAL cipher (160 bits)
using HMAC-SHA auth
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Syntax to Configure a Crypto Map

Router (config) #

crypto map map-name seg-num [ipsec-isakmp | ipsec-manual]

Parameter Description

map-name Identifies the crypto map set.

seq-num Sequence number you assign to the crypto map entry. Use the crypto map map-name
seq-num command without any keyword to modify the existing crypto map entry or
profile

ipsec-isakm Indicates that IKE will be used to establish the IPsec for protecting the traffic specified by
this crypto map entry.

ipsec-manual Indicates that IKE will not be used to establish the IPsec SAs for protecting the traffic
specified by this crypto map entry

XYZCORP Crypto Map Configuration

Crypto Map Configuration:

Site 1 AVECORF

10000022

Site 2
192.168.1.0/24

e

# S0/050 £
W03 172.30:2.1 172.30.2.7 192.168.1.3

ot pfs growp2d
t sot security-associstion lifetime sscands §00

St 1 XYZCORP Shat

10.0.1.0024 192.166.1.0/24

Internnt
B0/

5 EOMD
10003 1723024

-
17230.2.2 18216873

sat ssourity oolation lifetime seconds 30
amit
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Apply the Crypto Map

Site 1 LA g Site 2

10.0.1.0/24 192.168.1.0/24

Internet
S0/0/0

172.30.2.1

S50/0/0
172.30.2.2

Rl(config)# interface serial0/0/0

Rl(config-if)# crypto map R1-R2 MAP

Rl(config-if)$

*Mar 19 19:36:36.273: SCRYPTO-6-ISAKMP ON OFF: ISAKMP is ON
Rl(config-if)4 end

R1# show crypto map

Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-R2_MAP" 10 ipsec-isakmp
Peer = 172.30.2.2
Extended IP access list 101
access~list 101 permit ip 10.0.1.0 0.0.0.255 192.168.1.0 0.0.0.255
Current peer: 172.30.2.2
Security assoclation lifetime: 4608000 kilobytes/900 seconds
Responder-Only (Y/N): N
PFS (Y/N): ¥
DH group: group2d4
Mixed-mode : Disabled
Transform sets={
R1-R2: { esp-aes esp-sha-hmac } ,
}
Interfaces using crypto map R1-R2_MAP:
Serial0/0/0

« Remember, there are
helpful tutorials and user

. . . Networking
guides available via your

Ne‘tspace home page_ MetSpace Home About s 1 Frogram COffenngs Communities

(https://www .netacad.com) 2 hetspace FAs and Tutorials
- 'I'hese resources CGVEI’ a We|corﬂe to NetSpace Zisco Certifications and Vouchers

variety of topics including A Rescrees

naVlgatlon, assessments, m Equiprment Irfarrnation

. Teach A

and assignments. [ S < -
- A screenshot has been

provided here highlighting Managing Assessments

the tutorials related to —p-fssessment FAQ_

activating exams, managing o e

assessments, and creating =y~ lanege peee ._.=:"..i.._5'?;"f‘.’°f.: summan

quizzes. ol Bulk Actheation. e

Tool: Bulk Deactivation MEWW
Manage Activations
Acthvation Profile Revised
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OIgM 4530 - SBME0MYIYMo 3O MBILMMO.
96003600 053053300 535009305

0653000353099¢00 MBOROHMNHMYPIOL 36HMdGIYO0 S 330
303G MyM580mmo Ggdbmermaogdo

Qs 9oL Yz9wsBg  9BIJGHMIO0  LYIMOWgds  LBogobaol  Lsfobssmdpgyme
LSOMAMMZYWSE, M35 0L 396 YBOHMB39wYMRBL GHG>B030L OFJMOL 50339l
3960 3bmdL ULboggMmol 3/Fomdsl, 0d3zs dolmzol 538 3dsmdol  Fguermegds
39905 YRIM05. 0379 SO0 3MI03GMYMOROIWOW WOEYIE0S 3590b 353960 0FJOL 56>
993Hgmd0obgdsl 9M30g0 0RO Ggdudl (9.0 BOGHIOOL Q9GO
0560080g3MMdsLls).  Cisco  3M03GHMAMsxk0s  09gbgdl  Jugw®  mbgbg IPSec
3OMGHM3NML,  Omdgwos  FoMImoygbl  LEHbIOEGHMw  dgomEl,  Jugwm®
9fgmd00w™dgdL Mol IEMNWo 3530060 dqbsddbgmo. b3 3M03GHMyMIROIMO
3OMEM- 3000900, HMIgbsiz 094969096 Jugwro Js@mzobomgol s@ol SSh (Secure
Shell) s SSL (Secure Socket Layer)

306M980L Lolgdgdo

06833300l 3M03GHMAMmIBOMWo  ©5330L  FgnmEgdo  LEobgm®Is0m
MLogOHNHMYOOL  Loggdzgml FoMdmoyqbl. 3M03GHMAMBOMEo  J)0MEOIYdO
©5537dbg0E0s 0bBMMT5300L 3MO3GHMAMIBOME 43MSJ8bIdDY, MMIwgdo;
33056 LoHgol 0bBMMTs305L 0y, MHMA ASTIMMOELYWO 0469l 53 0bZMMT>300L
365~ Bsbgd 300900 o30mb3s S BMPOROISE0sS.

36L9dMdL 0653MBI>300l F9890 LBOboL 3M03EBHMYMIR0MWO Q5MHOJIBgdO:
1. 5308635 - 05 3H360wgd0l 3M03EGHMYMIBOMWO FoMOJdbs obmEm
3 bogboergdoco.

2. 25808635 - bMWY AHs360wgdol 3MO3GHMAMIBOMEO FoMOJdbs oo
3 bogboergdoco.

3. 30033 M3b65¢0B0 - IHMOMWO FHo3b0e0I6 Moy dBsgzbowol Jowgds od
OO, OMES M3bMd0S 3M03GHMYMIR0MWO 25MIJIb..

005 3B53b00o Jgodegds 0ymb do@gd0b Bs3ool, JugumMo gMgodol, Boowrols
56 bbgs bobom fo®dmagbogro.

B399 9dM03 dadogz®3zol s 25doxM30L 3MMmEgbo FoMmdmgdl  L3gEoswnmemo
39U5090900L O 3M03EMYMIROMWO SERMOHOMNTJO0L godmyggbgdom.
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3O03GMYMOR0MO  256MH5ddbgdol  EOML  godmoygbgds dgagwol s sslidol
dgomEgdo. B39MwgdMog 3MH03GHMYMIBGOM  sMOHO0MTYOT0 MmMH03g F9M©oddbss
30dd0boMgdmwo.

3933000l 456054365 29 0olbHIMBL 9O070 LOTdMW ML (BoEWEOO 3M3d0b300L) T3l
Lbgs LOFdMEMMO (dOEWOHO 3MIDOBSEFO0m). 35Y., M) WOS dBs3boos A1A2A3A4.. AN,

QHMOHMEOo FH3H0E0F90dwgds 0ymlb BiB2BsBa...By, bmanem goslidol Sgdmbggzsdo gozm
AsANA4ALL.. Ao

d0x8M308 9WaMOH0mMTgd0 899©Jabs0Mms© Jwsbogoiodogds: 1. Lodg@HMmowmwo .
0 ™3O0 3. b350GO.

2. 5bodgEBHMOEo

LoTYGHMOMEO  SWYMOHO0MTJO0  BoLOIMEYdS  FogkMZ0L s  odoRMZoL  9HDO
39L509000, HMIG03 LE0YYIME 065HYOS O J90(39d5 B39 IOMH0Z MBsRGMbM
393006008 200mygqgbgdom. dM3MGO  FoxmZ0L  SEYMMOMIGDO oMb gOL
3093600l mommgME  BwMm3Bg  (39WEIWw3g  9BYbgb. gl sEMGOMmTIgd0
dOMOMIPIP (390039 90900 JDEosbo aHBsgzborol, Gmdgwog Ho®dmpygboos
0529W0mMO©  BO0ol  Lobom,  FJox®3zol  OML  gsdmoygbgds.  BsgsmGo
SEam®omIgdo  Bogboerol  mommgme  LoddMW™L o3y BoxMegzgb, Bsmo
F086M5GMOBY BmlgEwolimsbsgyg. s1gmo seyMMHOMBYO0 gsdmoygbgds  BoadOMI©

39L50I MO0 BoBYergBMbm 3538060l EMHMU.

3L0TYIBHGOMWO SWYMOHO0MTJO0 boliosMPYds MO, YOS S ILMOIENO QoLOWGdOm.
306390 Jomgobo 259m0ygbgds Jox®Mmzol, bmwm dgmeg gsdoxm3zol ©OML. gu
SEaMmMomTIJO0  0dEg3s  LoTdMogdsl o339 ©O0S  JoLOMYDJd0 393060l VO
3Obgdom. 8390603 goLogdgdol 29bgMoiE0sl 5bgbl F0dwgdo AbsMY S Mabagbol
005 goLOMIOL A59(399 FBHMIYL. braaerm EIHLYMHVIEYSBEMYOL 065HHZL BoOEMBEIM.
bodgEH®owEo FogmH3ol 5¢aMA0mMIPD0. sGLYdMBL J98ga0 Labol LodgEHBOMEwo
Jogm30L 5EyMmOHOmMIYOO:

1. 3563030 993330l 5699 9e9dBHOMbMwo 3G Hoabol sergm®omdo;
2.25806900L 5EgMO»OmMIYO0.

353030 99330l 3699 gem9d@EMbmmo 3mEGo foabol seym®omdo. 53 dgmm©om
doxm30L OH™ML Bgds 0s ABs3zbowl Momm dermzol dgE3ws b 3bsgbowols

000M BMIOM. MJMOHO0SQ glsdEgdge0s 9.§. 3OO [ogbob 641 yzgws os derm3ol
d9L5dsdolo b YYOHEO dMm3oL 3bMHoEl Fgygbs. M dewmzol LogMdgs 1 dsoGo (8
00@30), 3506 sLgmo [oabol Bmds 0gbgds 28=256 Rsbsfg®U.

53083635 909905 5©03H9OMM FMEMTMEOm:
Ci=F(Pi), i=10N -om30L
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Loog Ci o Pi 9gL58580L5 058053600 @ odogOwwo GHgduGol denm3gdos,
bowm F 30033Ma6553009w0 25605Jdbs.

9 39000 Y39wsBHg bs3egds Lo0dgms FoxgMmszool Lbgs 3900mgdl dmMob.
3563030 3003GHMBoLEHYIGO0. 3003GMMIR0YO IJNMPIOO SOOL Y39wsHY

9939dGMO0  0bgm®Io300L 3306 LYFMOEds  93EHMTdGHO0DOMYOM
LoLBHYI9ddo. 3MA30EIOME Jugwgdlbdo 0bxZMETs300L o3IOl EOHMUL

0b0bo 501056 9gMI5EIMMO 35163060930 F90[g30L 50 339000L Lo gds.

90805305 350039 Y0WIO0M. 35055 P0GO0L IGNMPOOM F0RMSE300L MM

5L5doxOO BH9YJuGHOL BOTBIMEMIIO YOWIYHOWYd0D 503390 Hgbgdol
dobgz0m.

35603030 3500550030690l IgMEO - 06Bg35 JoRME00L dEPM3O, MM
0902905 n 13939d0LYD s m LEHM®OJMBYdOLYSL s Polivwgdo MoiEbzgdol
5600000936005,  OHMIgeroz  s0momBg3s  Bo@GGoMo  MHobggdosb

39000b393000 2555A0WIGO00.
35306900l 5¢aMM0039d0. 3530MBOL 5CYMOH0MIGOT0 253M0Ygbgds L3YEOMS©

396960069390 dEM3JOoL 56T0FYZOMBS - 35Ts. odol 39b9M300LsMZ0L MEM039 Fbotgls
B39v990603 099b9gdgb 9Mm golivmqdl s godol 39696300l 9o seaMmM0mal.

©58053M35 90d9ds 503H9MMm 399090 BMEOIMOom:

Ci= PilIF(Y3), i=10N -og0b

Boo@3 Yi 0803353900 4535d.

0525¢00000L5M30L FJA30d0s IM30Y356Mmm F9dga0 Lobol QoModdbs:
C[i]=P[i]K[imodlen(K)]

P[i]=C[i]OK[imodlen(K)]

K[n] - 300960 bLo@yzob n-296Ho Loddmerms C[i] - sdonmwwo
&9JuBoLiI-OO LoddMem P[i] - Lsfyolo GgduGob i-eo

LoddMEMs

len(K) - 3m@6H0 Lo@yzob LogMdgs

5 mM00do DES. 539-b Li3obam@gdol ghmgbmmo dom®ml 3ogH Grymes babgwdfonm
LAOMIGHMOYOTo 1939 3MTIOGFOMIE  MORBOBOE0YdT0 M93MmIgbEOMmYdIMWwo FogMzol
seam@omdos Data Encryprion Standard (DES). ol 89dd6oos 1977 gaol, owdgs dobo
9m0B035(309 3M3YEYds s 0ddbgds dob Loggdzgebg MBOM Mo s byodgm
5CAMMH0039d0.
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DES 3™ 39960 30g360H00930L seam®0omdos. dsBdo godmyqbgdmeos Gmame s 9933eob,
o193 3oL FgNMEYdo. dErm3ol LogMdg 64 dBoE0s, beam 2sloMgdols 56 doGo.
3659303590 golgd0 6430305, 099355d9056800GH0LIMBEMMEM X 5dgd0s.

5 MM00do 9999bs06Ms LOMEgds:

‘ (308‘)8‘)@0 64 60@)0 ‘

‘ mogé)oaabob 30@063@8@050 ‘

I I
v v

Li (32“7"35&’080) Ri (32—0)06(43060) ‘5670")6&)03‘”60 8°b°Q’060

aobomoaob i*'o(")() 60&)@0336\)

Y

@i
v

‘ XOR ‘

bdy30gaogds

L. + 16-g96

I-i-)-1 (32—070557060) R|+1 (32—0;06(47060)
v v

|m05&>06050b obggdbommo 60@06008@{]&°|
v

’ bodemgnmm  dgbmando@o ‘

05300056 bgds derm3ol d0GJOOL 56935. dOGJOO sRWIds F9dI0 s6J0TIZOMBO:
(308M9d0 3090 YOL dMIOL MsbMHoYol bmIgels)

58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7
- 0900092 16-%x96 I9gmOOYds: 03gds  dEM3oL ds6rx3965 Bobgze60

Rin= Rillf(L3,Ki)
- dEom3dol  dobbgbs  Bobgze®mdo  offgegds  FoMx39bs babggz96o Lia=Ri

- dmemb  bgds  0bM0ygdol  0639MLoEo  390abs33wgds 99990

056808 930MMd0m:
40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
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35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

23L5090980b 39696M5305. 30609300 MM do¢0sb OE FoMBH0g HGoEbaL p-U sq-L

1. n=p*q; 0(n)=(p-1)"(q-1).

2. 306B9300 o dgdmbgzgzom Gogbgl d-b obgml, Gmd ol ogmlb MODogH»
3563030 I(n)-06 (56w o6 3Jmbogl sGE39MmM0 Mo LEgOHMM FsdYmBO
3905 1-0by)

3. 3LsBP3M300 olgm ;g Mogbgl e-l, GMIolm3zoLyg FJAdsM0GH0s FJ8IRO
AMemds: (e*d) mod O(n)=1 05 3oLsMId0s (e,n), beorewm EsbGHwero (d,n).

B539NMH03 SA0GMZS.

1. ©sb5d0RMO gB360w0 0gMGBs M 39050 Mi 0bg, ®Md dolo BmAsks3059mR0gdEL
39900933060Md5L 105 1<n<10k

2. 530830 abogboerols d9L505d0bO dem3ol 3603369eomdss:
Ci=Mi*mod n

303600l 2580536MH30L5m30L 304gbgdm IbYYHYIE goloegdl (d,n) s 30m3Wwom
29009300 253600l derm 3ol 36033690 MdIL F900gR0 BMMI)00):

Mi=Ciemod n

0m37®0  Joxgmo  [omdmoygbl 30 xsdgBHMO  FogMol  IMEOBO3S30,
M0dol 30063030 s®ol 899ga0: 500gds Lsfyolo @gdu@ol oM339mwo bogMdol
Bsfoo (derm30) s 2oLowgdo, 890099 J00WGdS 03039 (083059 obLLZs39dM0)
Loa®dol JogxgMM™mEHIJuB0. JoxzOmMmEGHJuEol 99050ygbgero derm3gdol gMmMIsbgmmsb
3960(9g30Lom30L  458m0Yygbgds Bb35OLb3s FgMmgdo, OMIWIOLSE INE0sbMdSTo
J09©9d0L M95000 9HrEdsm. BMbsggdms doBcMsiool LEBsbs®d@Eo (Data Encryption
Standard — DES) ©o go9dxmdgbgdmwo  dogcmsgool ULEsbosd@o (Advanced
Encryption Standard — AES) {o00m5039696 deom3m® 8ogégdl. DES (s dobo
BooMbobgmds  3DES) %96 30093 ©Bgds  gMm-ghm Y39y 3m3enstren
SAMOOMIO OO BIOMMO  2odm0yYygbgds. mwdzs dobo  golvwgdol  Log®dol
3M515305M0LMBdOL  2odm, bggds dobo Bsbs3zwgds Ubbgs, MBOM  MbsdgM™mag
S5QMmOHOMIJIOm.
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390-81694309g00L HMo 15b59gEMM39 3M03EHMYMB0sT0.
30033 MM5x80Mms Lsodgm 393-836d30900, 3500 gsdmmgzEols
5¢MMH0mM300

398-31b6dzogdo

65800560 gogmgols dgompom

390-53796J300L 53905 65dm0sbo gosymxzol dgomeom (division method) dymdscgmdls
00580, ®™3 k LoEOOL IJmby oLl GBS k-b M-bY goymaol 65dmo, bowsa
m {o69m 96l dgloderm 393-86003690md9d0l Mromgbmdsl:

h(k)=k % m

9525W0mo, 09930 390-3bMOEOL BMTs m=12-0l EHMEWO0S S FoLowgdo Mol 100-U,
95906 Jglodsdolio 393-0609369wmds 0db69ds 4.

390y 990093908 00935 m-ob OHMdo olgmo FsMEGH030 MOEb3oL s©gds, MMdgEwos
JmOL sl 2-0 bomolbgdoliogsh. 3sg9eomo, vy 393-3bGowdo dgls@sbos 2000-
90 Bsb5GgM0 s bEMmgdom Lodo 35M056EHOL gooMBY3s 3MIMdGIsL o6 3Jabols
9w9996GH™Ms dgdbobsl, m-ob 360d3z6qwmds dga30dw0s sg300mm 701. Hoisbzo 701
95630300, 70172000/3 @5 mMHob boobbgdoligsbsg Im®ml L. ymggermag sdol godm
d0Bs6d9hHmboos s30Mbomom 398-3496J30s h(k)=k mod 701.

359653900l dgmm©o
- I
k
X
A-2w
I Mo
;Y_)

h(k) 5&8013:(*30’: k am@n
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290653900l dgmmo  dmBsmdl A GomEdogol  Bydolbdog®o  860836gmdolsmgol,  dspGed
BeyogHods 3609369 mded Ggodargds M39mglo gwgpo dmpsEal. @mboer 36mGL sdHom
Ax(V5-1)/2=0.6180339887

3608g6germds Lazdamce 9R9dEme0s.
8m30g356m0m Bspseromo: gmdzem, k=123456, m=10000 s A 96LsBeadvmos gm®dveom, 8806
h(k) =[10000-(123456:0.61803... mod 1]=[10000-(76300.0041151... mod 1] =
=110000-0.0041151...J=[ 41.151.. |=41.

mb0ggMlscrm®mo 39806905

09930 399-896J30s 3bmdowos, 85306, Mo mdds Mbs, ymzgwm3zol glsdwrgdgwos
olgo dMbs393gd0l G9MBg3s, MM y39es N olvmgdo Jggbodsdgdmmgl 393-3bMogrols
960 3mHBoEosL, Mol asdmz dgobol O™ aobgds O(n)-ob Gmero. sLgmo ybom
bgdoldogho  godlomgdmmo  393-g3mbdi00L  OLIMIOGHOMGdS  FgodEngds.
9OMSQIODO 259350 53 BOEWYS(300096 sGOL ob, GMI 390-5319b305 dgz35OBoMm™m
d90mbgg30ms, 0oL  Fobgsezs v 5 Lobol  Imbs3gdgdHgs  390069ds
Bobo@BoMgdgo. slgo dgomEl MHmogdgb Mbogg®lsgrm® 39doMgdsl (universal
lashing). “1boggMLogrmMo 39806900l JoMOMIEO 0Yss, 8935Mbomm 390-13bd300
39000b39300500 Mro0d3 BLOIMOZWOEID 3OHMYMoL Fltrmegdol EOMU. (3boos, HMI
36G530L 00539 IMbs(3999300 bgudgmMgo 49893900LslL  3gdocgds bbgogls6Mo©
dmbqds.  dgdobggzomo  gmbJgool  2odmyqbgds  go®sb@osl  0dgwgls, ™A
397dgdgeos  obgmo  Lofilgolo  8mbs3999d0L  dmxBodGgds, MHMI  SEMOOTTS
g4m39m30L bges 09domb.

110



358500

GEO - Georgia -

USA-United States ~ ~ — 27
GBR — Great Britain B-66 /39@0300
RUS — Russia C-67
SUR — Suriname D—68 GEO - 71+69+79=219
BGR - Bulgaria E— &9 u5A—85+83+65=23.:/
GEO 142 £_7y  GBR-71+66+82=21
USA 147 G_71  RUS-82+85+83=25
GBR 261 SUR - 83+85+82=250,
RUS 118 O—79  BGR-66+71+82=219 -
GEO 137
USA 221 R-82
USA 187 S -83
SUR 109
BGR 154 U—85

O«
BRI,

GEO — 71+69*26+79*26% = 55269
USA — 85+83*26+65%26?= 46186
GBR — 71+66*26+82%262 = 57219
RUS — 82+85%26+83*26%= 58400
SUR — 83+85*26+82*26% = 57725
BGR — 66+71*%26+82*%262= 57344

GEO — 6+4%26+14%26%= 9574
USA - 20+18*%26+0*262= 488
GBR - 6+1%26+17%262= 11524
RUS — 17+20%26+18*262= 12705
SUR — 18+20*26+17*262= 12030
BGR — 1+6%26+17%262= 11649

993963005 95005005

300D00ob 3G YoL 4osFMHOL gMHM-gMHmo Fbos 9gagdgb@ s 3osdds (chaining).
59 8900 5b939 9Hm9ds 390690 X9F39000. oo sSOBO 0530 IEYMToMYMIL,
90mbsoMo 393-9609369mdol IJmbg gargdgb@gdoliogsb yoswodgds ddmero bos
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——>(ki | ki nil]

ks [ k| ——{k[nil]

ks | nil

—}—» ke | nil |

\ A 4
7|
(=]

nil

393530l O™

30094350 T 60l m 3mbogool dJmbg 399-gbGowo, G™Igwdog dg@obowos n
99996¢3)0. 3OO0l 893900 3Mmn0309bG0 (load factor) gfimegds a=n/m GosbgL (9L
6oEbzo 990dwgds ogmb 1-Bg dg@og o 1-Bg 653e09d03). 3959m3zLobmom Mm3gM30500
000900 gds -l LEFMSEgdOm.

2569l 990nb393530 Y439es N JolvMgdol 393-0608369mds Gg0dwgds 9Byl
©599b39L, 35806 3OO0 [o®mdMA9bowo 046905 n LogMdol dJmbg gMoo Loom s
99996¢0L d9dbsHg oobstxgds 09039 O(n) O™, M3 OLIOXJOIMES Losdo
dg0b0LsL. 535L 93PS 300093 393-8MbJEo0L 49dMMZWOL OM. (3bsOs, M SBgo
390mbg935d0 39406935l SBEOO 565 5J3U.

dg0bol LYFMSEM VOMYPIWGds EOTMI0YIOE0s 035D, 0¥) M8IBsE MBIOMS©
39965foegdls 398-3mbdi0s 398-860936900™mdgdl bl 3mboE0gddo. 3wdzsm,
MOmd 00mMmgM 9egdgb@l 9bsdsM0 SedIMMd0m Fgderos dmbggl bBGowOl
69d0L3ogH m 3MBoEosdo s VS IIMZ0EIYOOo 035D, M) G5 JMBoE0sdo
dmbgs bbgs gargdgb@o. 58 ©sd390sL 3195 Mo MsbsdsMo 3g80Mmgdols (simple uniform
hashing) 303momgbes.

0gm®9ds . 3004350 T x033990L T9d339wo  390-3bMowros, GMIol  dg3Lgdol
3M9803096G0s o 933350, OMI 399060905  MobsdsM0s.  Fsdob  gbGHowdo
365MLYOMo 9gargdgb@ol dgdbolsls LsdMswmE obbowmmo 0dbgds gbMool o
90999630, beargom slgoo dgdbols bydswm M (398-93MbJ00L godmmzeol Mmool
Bomngwom) 04b69ds O(1+a).

09Mm©9085 . 09650500 3980609d0LSL K 5F3900L 90339 398-3bO0W 0, HoMmBs@gdmwo
d9060l LyFSEMm EOMS O(1+a), Losg a Jg3Lgdol 3Mgi303096G0s.
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51039G 0o 3M03GHMLOLEYIYO0 S 35000 35079853 03MO
5003900

1976 (oo  oLEHMOOMO  MIMOEOS,  OMIgoi 9bodbogl  sbog gL
36033HMaM590305d0.  .c0ox0L s 8.39¢3560L  BsdMM™MIom  ILLdSTO O™
310dgAHO00o LoLEJIgOOL 256300050, ML 3O03BHMYM9TB0IE0 LoLEGds 56
U5F0MHMIOL LoONIWM 3MMOIOL; CMEILSE POLIVIIOL BMOTOMYDS-(39TS S
0bx3m®3o300lL  ©sFoxnzems  Bgds  ©os  sMbol  d9d39mdom, Boasd  LoFoMm
L0 MYGIOL OI3300).

510dgBHH0IO 3M03EGHMAMIRO00L 2odmygbgdols mMO oMM LBRGMHMH:

1. 005 g3Lsgd0m JoBMOEF0S — 05 JOLIMGO0M ITOBOMWO FgduBob YToRMSEF0S
99999dos dbmermE 8oL, 30LdE 9938 30650 QoLoMgdo. 649 BgdoldogMl TgmAdwos
399930360l A5L50900L B MdGeL LooYdEMm 0bGFMEOTs30s. M) Jugardo sSGLYIMOL
N 3060, 3500 6oL 0bxOMIs300l QobsE3wgws LoFotmm bgds dbmemeo N-1

39L50gd900L  g300. M0s FoLOYdGOO MOZ0BMBSE 033Gds JMMAsbgmdo b
9 m93L 905 LGN B>BSTO.

2. 30836wo  bgwdmfghs —  BsOMo  2obs®gdom  ©IFoBOHWo  F9duEob
9303305305 999905 69dolidogmML, 5699 439esls 99deos 0BsMHMML LogHmM BBl
5 ©sM(dMbgl 08530, M gl 0bRMMT5305 Bsdz0WwsE 93Bs3boL JogH 0dbs

53053600 (bgedmfgmowo).
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©0x0-39dsbols Igomeo:

X 5 Y 060 bmd0gd@EHo (Z bmdogd@Gob s6lgdmdol 3o06HMmdg030) 0os sOGbom

3600900l 490909 999s0gdL J90©gy  0bxymMIs3oee 393006l
50y56H0L 990y 0ba3MEGIgome 353806L. E3Mdzsm, GME P B>GHGHO30 ©> a
BB IBo Gogbzdo aaabsabrEos, 352 ©oss (P 8o Gogob, = 27
Loo@ob xGGogo Gogbgos; 1 <a < p). 0bgmGasgool gogaest X @ Y
Ab3G798L Betob 533b ByBogao bby:

X 8bséy browdere (39Gdm) asboegda@ 8906Rg3L X Bo@mMaemye

Gogbgl (1 < x < p); gsdmomgerob

a’ =c¢,mod p

GHogbal > ©0d 3Gbom 333360l ¥ dbsyby.
Y abség Lyondma (396dm) gobamgdol  Lsboom 8goéRagb ¥
B mtae® Gogbal (1< ¥ < p); as8mmgmols

¢, =a” =k modp

Gogbgl. k, Gogbgl ¥ dbathg 800RB3L LogMme abomadsc.
Y absé ga8mmgerol

a’ =c,mod p
Hogbgl ©> 00> 56Gboom goEadabaghol X dbamgby.

X 3bstéy asdmogeol

¢, =a” =k,modp

®GoabgL. £, Gogbglb X 8batg 8ooRB3L bagHorm gabowmgdsc.

Gopdb K, =k, =k, 8583b5058) mMogg dbsey oERygL gGmby ©d
08539 3obomadb.

©@0030-3983360L 890x©B0 338mygbadeymos asevsl GF(p) sl
30@gdP) MysHomIob 33mczEol gbmdoro Lo Y. 307]350,

c=a'modp, 1<x<p,
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bssg  a€GF(p) gowob dolodonwo gwgdhos (go.  geodghiyol
batrolibgbo fomBramaghl GF(p) 39mol gergBobigdl; s8dmbgb, Gmd X ol
¢ gergdghiol empsfomdo GF(p) ggoby):

x=log,¢ GF(p)ageby 1=c<p.

¢ engdghol gsBmogers X ger)dghdol dobjogom 6 famdmsopgbl
bofarmegb @b bajommdl Bsjiodnd 2log, p asBfsgergdols mdgmagosh.

11111

dagfsd, doModom, ¥ gudgbtnl gedmomgems ¢ gegdbdol dobyogom
233O Mormens s Bnombegl asberegdom p}é rdfagoal.

oy p Bstdogo fogbgos s p Byeetigbom Bygwmgdos 27 Gogbyy
(baag N obgm&dagomeo afmdomo bogygol LbogGdgs, 36 Gg¢ymbdobydols
3dthmeob aabbmdoemgdas), Gsdob sbamobbadsli ab}omogds s6s wmbaagl 2n
m3ghsgos GF(p) 30wy, bowa pummgsGomdpbel wzgogl By8obzgssto-

1% 1300,
Gewpgbag X Gbafag ¥ abatigl pos stboom pamaligndl ¢, Bgtymdobgdab,
da80b  sbagrodngeabl (36 353960) x Lsogemdemm pabaggdol padembsorgegersgo

ol F0Mods Ej}{ mdgfogool  Gqbfremengbs, Gobag ob  gg®  Ggdemgdl
(Bspsemomage, avm 1 =200, 85806 Lajomos 2™, 36w ubemgdom 107
m3ghagos, Golio psbbnfgogurgbeg dMaddogaeae Spndabyeros).
mono-3gendsbols  seramfomdn  padmoygbabs  Gogmtlg  psbaggdndols
ao3eeol,  @adogaGol,  spfgog). sodobdomngsgoob  Bobloom
3OoddmyMegoreo dhndmzonedol sdmgabybdo s Lbg.
Bsgagooco. ogmdgem, Gmd p=11,a=21, x=2, y=4, 8:806
¢, =2" =4(modll),
¢, =2 =5(mod11),
K =4"=5-5=3modll),
K, =5" =3(modl1),
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go. K=3.

ddboegdol  gm@domydob  Bgdegy  Fgodwrgds  bdmdgogEEl
©380g8300L M3gH330s.

303sm, =4, bognm Omdomo 0bgmGdsgoss m=(0111) , 36n
M =7. X 8bs6 338moygbgdb K =3 335098, 633, 3bswos, gbmdowos ¥
bstrgbeogolsg. @3oEzem, Hmd X dbstrg @sBogmagh 0bgmmdsgosl, buwrn
Y 8bsey 338006gb 8sb. sdobsomgols ¥ Bbsty Gobsbfise asBmmzmob K
23L308 08 306@dom, Grmd (RgeHdsl B30y MmE]ds)

KK' =1(mod(p-1))

3.0.
3.-x=1(modl0).

X dbvdg sBogmagh m=(0111) @os @afbyb owgobo K =3

2obaegdoo:
C=M"=7 =2 (modl1);

Bongbae C Boghmdgddb pssabsgbol ¥ Gbseg, Gmdgwog
oxgobo K =7 gsbspgdom 3s8006a3b 8sb:
M=C" 22" =7 (modl1).

1.2.3. Goggdy-BsBof-goerdghols 3hoddmuobdods (R54)

1977 Gol 6. Goggb¢yds, 5. BBoMBs ©5 . JoEEHYEs ©sBdszl
BogMygools @> 633zowmdol (37¢9beogozsaeot) sbywo dgmneo. RSA
©3334060080@es  Fofogdaw  3heHgdo,  wog)bbomgdros  Lbgs
30460880 > Fomdmaagbl  BdJGONG LHBEIGGL dmgwont Mg
30436580 [1, 2,3, 14, 38, 41].

3Po3GmaMegoreo 3gomeo 8x3egydo Brpmdstymdl.

©3gdm, Ged X bodogido LyoErdene 0kgL dxmos ©oe
B6Hog p @ g Gogbzgdl, yBmmgwob N = pg 6:86s3wb @ N Gogdgh
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sbamgdl (N Gogbgo @oss), Bup®sl P @s g Moghggdb nbabagl bioenione
(P @ g @ogyiorangdaeros); yeinomgergds joeghol gobjges:
P(N)=(p-Iig-1)

@> P(N) Gogbgl ssbanydermgdl.

88y 26 (@(N)-1)-@y obaoegeedo ByofRggl e Mogbgl
(g Ggdobggaoom Gogbgls o (e,@(N)) =1, 806 Sgofkpl e
fogbgol bbgs 86083bgermdal), Geodgebag sgbapgdl (e Gogbgn ooss);
ed = 1modp(N) Bywafgdosb gadmnogeols d Mogbgb @s 83l bsognBeng
obisbagl (d  palspgdo @ibso@ePomadememos). Ggodigds  Bogopno  d

foghao Hogmtg
ed =lmodke(N), (1.1)

Bysfndogsh, syfgogy
ed =kp(N)+1

Anbistadobmdngabag.

sdol Badong ¥ bemdondl Bymdesos M Bqéymdobds aaooemabagbob
X bpogddlh @sBogremo bisboo:
M =cmodN.
¢ Bogmagich psBogigh Bnwae X Lmdogiee, Gxoyb d
obagpdl Z 8bafig 306 gedmongerob:
" =MmodN.

Z @baty d ogbgol 860836pmmbal 306 asBmogemoll, Gagpb
stobisongob 816 wbos paofiygodmb gho-gfmo s8mgabs: 36 padmongagnmls
P(N) @igool B60dgBgermds 56 odmgmls N Gogbgob ger-Hon Bsthngo
dadegemo  (mgaddmtohagools sBegabs), Mag Mmool Ggeere®  Bsbddetdo

onbafigmgy 3mddondafraome boddenghgdoo Bymdurgdywos.
Baparomo. ogmdgem, dmd p=3, g=5, M =3, 8:806
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N=pg=15 @(N)=(p-1)Ng-1)=8.
(1.1) ;r3Bsaathromdogsh
ed =p(N)+1=9 ,
s
e=3 d=3.

Y dbofy asdogagl sl
M=C'=12"=3 (modl5).

1.24. gergaBsgmobs 3Hoddmboligds

Bnpaere Lobdgds falnuopgll RSA-L sen@p@bagngsh s Boligsb

a56bbgagadoom qyMobods ol imgydmeo @mpstomdol dfmdergdsl. sBom ogo
Pospogl  eommo-Igedsboll sepmtomdl. oy Mogbgol  sy3sbs  bafmolbio

Labfrnen ggerdo bagdsng Bxfdogos, dofojom, segnBybiol soeagbs (g.0.
@rpsfomBol spgbs) bs 3830 Mormens,

gerpelarol Lobiggol  Legndggerl fommaeagbb p @ g<p
fogbgndo, bagag dofggeo Bxfigngos, bewgpn dgety)- Smgero.

X spoBgfotigdl Lso@pbern X olsogdl @b psBmogeob gos
aobspgdl y=g ' modp. ovn ¥ 8botgh bmeil povmpdbegbols X Bbasgh m
&dlyo, ob ofRgab Bgdobgggem k GHogbgb (K < p) @3 gedmmgeral

¥, =g modp

}.l: =m @ J_J" ,
baag © ool dodymGo 8736008 Gmeeerom 2. w80l Bpdogy ¥ odbamg X
Bbaeigl rabegbol (3,1, )-b.

X' 8bsfy Boggine @sBogfre Bxdymbobydel sosepobl:

m=(y, modp)® y,.
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1.2.5. gemogryfio gbigogbob 338mygbols 3hoddmyMegasdo

gogla®o  fohgdo  (Bubigogdo)-  Bsmgdhognmo  mdogddos,
Godgrog 8god@gds bLsdrgda ofbgh BgdolBogh 3wy (LabHoe,
Bsdgow,  Magomba)® > 3MA3gbn®  3gwdy).  3R03GMYMIG0sBo
doMomESE 333Moyghds Lbtreo 39wgdo. gerogLyyto foo sGob (X,y)
Bamdoos bodmsgery, Gmdgerog 53854m80¢)db 8930 3obGmegdsb [56]:

y=x'+ax+b,

©> bosh PLsbenwae EEnO)dgwe fandoo. bagdme  segoos
focdy Fohdowwgdol dy36gds, GMdgwog 030g) GO BBl Mg
2506380l M3gMagos  RSA -bs @b gengsdsemol 3603¢mboligdddo.

g6 3003Gmbobdgdgddo  gerogbymo  gubjgogdol  EMML
398m0y)byds Bxd@Jao FBGMEgde:

y =x"+ax+bmodp,

bcag P Bs6hogo Hogbgos.
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GOBOMEOo bgedmfigmol bBsbosm@Eo

Im9ddembymo  bywdmfigds.  gwgdBHembamo  ©m3N3ghEgdol  La@HImbemgdol
Q5LOMYOOL Lo gdls 9 9dGH®Mbemo bgwdmfigeo 0o60mo96U.

999 GH®Mbo bgedmfig@ol H9oe0Bs305 bm309e©gds Foxgm30L sLodgE Moo
3EaMmOomIom, MmEMmbE 58 999mb3z93580 ©0ss 0l olvwgdo, MmIwomsyg bgds

390033635, beargnm IbOHME0s ITORBOZ0L AoL5qd0. 0d0BsM30L, M byedmfigs
90ddMmo  ogml  ©@™3139bGHBY,  290m0ygbgds M3 mMAgbEGHOL  39d-3mo.
99JGH®MmbMmo  ©m39396GH0s 398-03mbdio0l godmygbgdom 2qbgMHoMmgds 393-
300, MMmIgwoi  LsoEMAM  gologdols  asdmygbgdom  Fox®mzol  SbodgGHMmoIEo
5aMMom3om 030x8MYds ©s FJoowgds 9EgdBHMmbamo  bgwdmfgds, GmIgerog 0GOS
©M399996@L 5 0aH36905 05 ObOm SEMYLGHMB. 9egdBHOMbMo bgardm{igMs d90ga0

-

‘ awpddbebgre eoggighee }—

}

3g8-g3mbizen

boogydmm aobompdo }—)‘ sbodg@bogmo sampméomia

‘ owgdtybebyme boerdefohs |

| I

degdataol mos ahbo

i Y
-
‘ oadébmbaee bgadefiphs | ’ pepdebebae enynlbee |
bodgdthonmo amambondo 39%-ggbigos

<_

500M9B5E0 33dmYmxL 9amgdGHOMbMw bgadmfg@al, sbgbl ol godoxrm3zsl Moo golisgdols

19000 b 309w9ds:

390949698000 ©s QML ©MIMIgbEHOL 390 3mEL. M) olobo SO ogdmbgs, g.0.
©M3M3gBGH0 96  49g4odgdmE0s, 96 F93mIgd0m  49IMOBS  39300M0L  sMbOl
1585 9d00.

120



39630bomm gangd@H®MmbYmo bgedmfigol bGsbsdEo DSA.

99dGHOMbMwo bgwdmfgmol bEsbsdGo DSA

39L5090900L 39696M5300.

1. 306Bg3m Bs®BH03 MoEbaL q-Us, LML, Hmd 2159<q<2160

2. 306bg3m t-bobgmL, HMA 008, s 306MPg30 JoMEHog Mo3Eb3L

p-b, olgobs, Hmd 251 1+64t<p<2512+64t, 056 q9bs ymxqb (p-1)-b

3. 3o0gom g=hP-1/d mod p, Ls@sg h BgdoLBogMO dgmo Gogbgos oliyg, Gmd O<h<p
5 MMIgE0E 53059MT30EgdL 30OHMBSL hP-1/4 mod p>1

550 JoLYMGd0 X 06Bg35 Foe90Ib [1,q], bmm 0s AoLMgdo y=gX mod p.
4395 9mdbdoMgdolsmzol 439969ds p, q, g s .

999 GH®Mbo bgdmgemol ggbgomgds begds 999gabsocmo:

1. 30003Wom M3Mdg6EHOL 390-3m©b h=H(m)

2. 959056 [1,q] 998mbgg300m 30669300 k-U 0s 3omzwom

1r:(gk mod p) mod q

3. gomgwom s=(k~1(h+x*r)) mod g, bysE 9 9dEHOMBrE bgEBMFMLs GoGHdmaybls
I Q5 S.
300900 m E™3dgbEob s (1,s) bgerdmfigMols dgdm{jdgdolsmgol:

1. 358m{39dm 306HMdSL 0<r<q s 0<s<q, S M) 9HMO FomMb0 F50b(3 56 LIPS
b9 Mg goandos.

2. 3003o0m:

w=si"1 mod q; ul=(H(m)*w) mod q; u2=((r/w) mod g; v=((g‘11y112) mod p) modq

3. 9m{idgds GHMMds v=r. 0Y) GHMEMds LEOWWEIds J9d@GOH™bYwo
b9 a9 Jobomqdos.

9393 seam®omddo ©9303960MH9d0os p-U Log®Mdy 50 bs3wgd 768 dodo.
3596085 MM0 0TI MMOOLIMZOL bobmEzgeos 1024 doEob 4sdmygbgds.
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356 5030¢0535 - 0683MMHA>3049eo MLsBOMbMYdOL Agbgxgo

0bgMmMH3530E0 MisBHNbMgdoL Gglisbgd Lsgds®mggermls 356mbols
dodmbogngs

300 5 530 bLF0MYdS 06RMOAs30)0 MLOBONLMYdS?

2008 Herob 300896m-mdo OHMlgmmsb s dolo J9gaqd0. s8mbsmoo Lsds@mzgermls
960360 MLsgOHNbMGdOL 3mb39RE00Lb:

Lodoem3gemml  g6m3brmo  0b@ghglo  N12.  bsgstorggemmborzol  Ggdhso
dbodz69¢mm35605 0bxmGIsgormo  bog@rol  lskaGobmgds ©s  JemgIAP™mbrIemo
06326505300l QSGEI285. 0bxmGHAsz0remo A976m¢ermz0900b bporsap
35630005690560056  ghms  obBIBs sy  bsbgemwdforml  360503<9¢m0
0bgOSAHGIADH0L  ©s0m30098-x0m98s.  s0oL  gsozsemolfobyboo, oo
dbodzbgermds  9bogds  3089(5b5F5e9cmorsb  86dmaamsl s 3089(bo36z9%0
0390090 5909900b356 2530053350

396mb0 068306353000 MLIFOHPBMGdOL Tglobgd

300303990 06g30mMHTs3049000 LolEgdol LwydogdEgdol 98gao bumibs:
1. bsgs®oggarmb onbdogool bsdobolihtrey

2. bsgs0390cmmb bobygersobtoengdobs s 360855000 bs8obolbh e

3. bogstr039¢mml bogs@gc bsgdgors bsdobob&ey;

4. bsfsmm39¢meals 30656b035 bsdobolh ey

5. bsgs®oz9¢meals Jobsgsb bsg8gors bsdobolidres;

6. Ubsgsmg9cmml 69300260900 3563005698065 @5 065G5sUGHGId9G0b bs8obobd ey
7. bsgso039¢00l I6a80l, a2sb3H0g9cnmBobs s beagosarei®o wspz0l bsdobold ey
8. bsds600390mmb 93m600030b5 ©5 gm0 356300056980 bsdobolidtrey;

9. bogoGorz9emmb 356¢r589b¢50;

10. bsgs®omz9cmeb 369609690l sodobolihGsios;

11. bsgs0939¢meals 8025360800 35659¢75(505;

12. bsgst0939¢mals 9602360970 85630;

13. bsgs®0390m0b 0233560 3630239059 90;

14. Fsemsdg oBogrolbols dytros;

15. bsgo®39¢7mb 396(9G5croyt0 bssb93602 30200b00L 5356G590;
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16. bspestrer bsdstoognols 029(009¢m0 30650 — ,bdstror ecnempcodfo” (SMART LOGIC);

17. boyester bsBst0o¢nol 0o96:00s¢m0 30650 - bsbgandfone doliyoz980b bssggbdes;

18. boyester bsBst00¢rol 096H00wem0 30650 — beagosereyio 8eadbsboatgdol bssggbde

19. boyester bsdst00¢nol 0296:00em0 3060 — G9Rsligdobs s 3s0mpg00L 9GHm36:9¢m0 39696 0;

20. bspestrer bsdstoaerol 029(00009em0 3060 - bsbgardfoge bgez0l980b 3563000569800 bssggbhes;

21. boxste bsBstr0o¢mol 029600010 3060 — bsz0656b02 ~565¢709 03290 bsdbsbrytro;

22. boxste bsBstr0r¢mol 0096000710 3060 — bsyes®0r (599b®ob 9teaz3629¢n0 bssggbdhes

23. boxstre bsBstr0r¢mol 00960000 3060 - 89005307980 bsdbsbey&o;

24. boxst bsBstr0r¢rol 0296000710 3060 — UsgsGm39¢00b 5306562950 Jrbodcrkobgol bsdbsboytro;

25. boxst bsdsor¢mol 02960010 3060 - bs890;0602 bsgidosbmbol bsbyerdponm 698 s1cmotgdol
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Domain Name Syste
omain Name System

NetFlow Sensors(NfDump NfSen); Network Analyze;

Detection: SSH Brute Force Attack, Botnet, DDoS Attack

Sensor Network Services(Snort):
v" Automated analysis of the security of the network flow problems

v" VRT rules of the securitues

sSense

%J[]/I
Intrusion Detection System
=)

P —

HoneyPots. Emulation Of Popular Vulnerable Software
*Using Open Source Honeypot Software:

*Kippo(ssh)
‘Dionaea(SMB, http, tftp, MSSQL, MySQL, SIP)
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*Conpot(SCADA)
*Capturing Attacker IP Addresses
*More Than 2000 Attacks Per Day

Website Intrusion Detection Monitor Web pages for Instrusions

Intrusion Detection

Forensic Alert
Analysis Administrator

)=

e

ST M

Penetration Test

Password

IDS /1PS Server g8
O o~ O
&) (=)

.

etworl

Switches Network Routers g
© 1 /- ®

Content ‘ .\
@ Filtering A/V / \ ° / r.rewanse
Virtual Private
Network

Phishing Attack Simulation
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Europe

Member state Global Rank
1 1

United Kingdom 0.931

France 0.918 2 3
Lithuania 0.908 3 A
Estonia 0.905 4 5
Spain 0.896 5 7
Norway 0.892 6 9
Luxembourg 0.886 7 11
Netherlands 0.885 8 12
Georgia 0.857 9 18
Finland 0.856 10 19
Turkey 0.853 11 20
Denmark 0.852 12 21
Germany 0.849 13 22
Croatia 0.840 14 24
Italy 0.837 15 25
Austria 0.826 16 28
Poland 0.815 17 21
Belgium 0.814 18 30
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Cezar Vasilescu - PhD. Regional Department of Defense Resources
Management Studies (DRESMARA), Brasov, ROMANIA

Specific aspects of Cyber Security

Definition*
e global domain within the information environment;

e consisting from interdependent networks of information technology

infrastructures;

e Includes the Internet, telecommunications networks, computer systems,

and embedded processors and controllers

Specific aspects of Cyber Security

Land Maritime

Air Space

Cyber*
Domains of military operations.

Characteristics

It is created by humans - differs significantly from land, maritime,
air and space domains;

It is embedded in all other four domains;

* It’s dynamic, evolving and in continuous expansion;

* Changes appear due to scientific research and development;

* Requires continuous attention and maintenance;
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Cyber space (e-Space) components
Physical space
Sum of electronic connectivity
Virtual space
Electronic realm in which global connectivity exists, and in which
computer networks function
Contextual space
Determined and influenced by human perception

“Cognitive environment” - what we know it what we believe

N
Level of
danger
Hackey . Threats
>
Critical (Information) Infrastructures
Definition*

* assets, systems, and networks, whether physical or virtual, so vital to

the United States that their incapacitation or destruction would have a

debilitating effect on security, national economic security, public health

or safety.
Key Resources”

* publicly or privately controlled resources essential to the minimal

operations of the economy and government.
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Definition*

* An asset, system or part located in Member States, which is essential for
the maintenance of vital societal functions, health, safety, security,
economic or social wellbeing of people, and the disruption or
destruction of which would have a significant impact in a Member State
as a result of the failure to maintain those functions”.

 Entities and infrastructures which process, store, exchange information
required to provide the services that are crucial to a nation’s existence
and the wellbeing of the society.

CLASSIFICATION

* Core: Telecommunications, electric power, water

 Significant Failures = Crisis within hours

* Limited or No “Local Reserves” in case of failure

Essential: Banking, transportation, public health

* Significant failures = Crisis within days

* Some “local reserves” will be available

The Information Infrastructure is a special case
* The most important “infrastructure” - people confidence
“If you lose the battle in protecting the Information Infrastructure, winning

the other way may not matter”

STRATEGIC FRAGILITY

B Automation of Nations’ Infrastructure
# Information and communications
# Electric power generation,
transmission and distribution
# Oil and gas storage and distribution
# Banking and finance
# Transportation

% Water supply

# Emergency assistance
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Top 15 best global brands (2000-2018)
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Top 15 Best Global Brands Ranking

Brand \al we o

‘Microsoft: 70196

‘Disney 33553

ToP

[Teysta) 18823

Critical Infrastructure Sectors for an EU state

I. Energy

electrical power, oil, gas

I1. Sanitation

water supply, waste water collection and

processing

III. Transportation

roads, railway, traffic organisation,

civil/military aviation

IV. Communications

information technology infrastructure,

telecommunications, Internet access

V. Security / Safety

military, police, emergency services

VI. Medicine

health-care, hospitals

VII. Research

industrial and scientific developments

VIII. Finances

state treasury, banks, money wire transfers

139




IX. Politics

national secrets, foreign policy and affairs

Infrastructures — Dependencies and Vulnerabilities

Chemical industry

Information and
Communication

Electricity Production and

Energy (Gas, Oil, Nuclear,

ele) ) Water

i St ——
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The Performance Metric of a Cyber Attack

The networked systems and the critical infrastructures they support are vulnerable to attacks.
“For an attack to be successful it only has to cause disruption to a significant number of citizens.

Such a focused attack would become an immediate, and overwhelming distraction for the national
leadership.”

Specific aspects of Cyber Security

TIME
STAGES

* Observation
*  What network segments (components) are visible for an attacker
* Cover and Concealment
*  What can | hide from observation
*  Obstacles
*  How can | make the network difficult to be attacked
* Key “terrain” analysis
*  What could provide an advantage

e Action measures
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Challenges to Traditional Concepts of War

Challenge war principles

1.Proportionality

Minimal Minimal
harm force
= Unknown: i i
= scale Civilians Military
targets
» scope

. I I I I I i 1

= duration ', N .'

. . IRIRIRIR

* intensity j'i KR i h [

SCADA Systems - (Supervisory Control and Data Acquisition)
Definition*

* Systems and networks designed for command and control of industrial
processes.

* cyber systems for real time data analysis;
* represent a major component of Industrial Control Systems

* responsible for monitoring and controlling of a variety of processes and
operations (e.g.: natural gas and energy distribution, oil refining or
monitoring railway transportation).

Major risks:
= are connected to vulnerable legacy computer networks

= usage of standard hardware and software platforms with known
vulnerabilities

= existence of vulnerable remote connections

= the functionality real time requirements contradict the information
security measures - result in communication delays

RISI Online Incident Database
It includes:

= accidental cyber-related incidents
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= incidents of a cyber security nature that directly affect industrial SCADA
and process control systems

= deliberate events - external hacks, Denial of Service (DoS) attacks, and
virus/worm infiltrations

The Performance Metric of a Cyber Attack

The impact of the attack (incident)
Negligible: Customers, users, and client systems are not affected
Tolerable: Customers, users or client systems are affected within given
limits
Intolerable: Customers, users or client systems are affected beyond
specified limits

Control modes required to handle the situation

Procedured Response

when incidents are minor, responders follow prescribed response & repair
procedures to fix them

Supervised Incident Management

when incidents become complex, they usually need an Incident Management
Team to coordinate the execution of one or several Disaster Recovery Plans.

Creative Solutioning

incidents are again rather minor but tricky (i.e. sources of failure and
solutions are hard to find)

diagnosis procedures do not allow to find solutions

responders need to adapt or ignore prescribed procedures and must
invent, create ad hoc solutions based on their experience, skills or
knowledge.

Tactical Decision-Making
incidents are major or extreme

surprise makes disaster recovery plans useless
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responders need to handle situations and (re)gain initiative over
complex, agile and destabilizing circumstances

A crisis management team and a chain of command are usually
necessary to coordinate the required set of expertise and actions.

Critical infrastructures are owned and operated by the private sector:
In U.S.A. - about 98%
In Romania — an increasing percentage (>75%)
Infrastructures are vulnerable to both physical and cyber attacks
Therefore, CIP depends on voluntary Public-Private Partnerships (PPPs)

prevention-focused - focus on preparation and planning

response-focused - focus on response and recovery

umbrella - cover both areas

Building Trust in Voluntary
Public-Private Partnerships (PPPs)
Issues between:
* private organizations — which may be competitors

* public organizations - in which there may be political challenges and
competition for budget

* private and public sectors - in which the private sector may feel that the
issues discussed may become the subject of penalties or regulation

* public and private sectors - in which the public sector may feel that that
the private sector is being secretive about issues that may affect services
provided by the public sector

Main issue

The need for PPP members to hold a specific level of security clearance

Mechanisms - classified information to be shared using an agreed protocol
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“Traffic Light Protocol” - a simple color code to identify information
(red, amber, green, white)

“Chatham House Rules” - providing anonymity to speakers and
encourage openness and information sharing

The need for security is not new

National Criti
Infrastructure

[}
' Military Critical Infrastructure -
essential for accomplishing missions

New dimensions of the CIP problem:

Reliance on linked, inter-dependent IT networks
Vulnerability to physical as well as cyber attacks
Rapidity of damage

Globalization of networks and its consequences

Dependence on vulnerable infrastructures
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Critical Infrastructure Protection
Steps
1. Identify Critical Systems and Infrastructures
Develop Clear Understanding of Mandates
Inventory and Audit Existing Capabilities

Develop an Organizational Roadmap

A

Identify Major Actions and Milestones

Major issue for most organizations (military or civilian)
Physical and cyber aspects

Importance of specialists

Importance of an effective media strategy
I
* W

| !
| ~
»

Reduce public anger by ensuring they are aware of the huge efforts

being undertaken
Responders:
category 1 (e.g. police, fire and rescue, local councils, etc.) and
category 2 (e.g. utilities, transport and health bodies etc.)
Protection of key operational (business) records

Plans and exercises: Who does what?

Levels of awareness
Unconscious Incompetence

Staff are unaware of BC issues. They do not know what they don’t know
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Conscious Incompetence

Staff are aware of BC in general. They know little about its detailed
requirements

Conscious Competence

Staff are cognizant of BC issues and are proficient (e.g. following

documented procedures)
Unconscious Competence

Staff are instinctively fully competent in applying BC in a variety of
circumstances

Ad-hoc approach
It is made up at the time of the incident
Requires little effort to set up or maintain
Most likely will fail, because: Individuals make incorrect assumptions, in

respect to:

their own responsibilities

the responsibilities of others

what facilities and arrangements can be relied upon during the event
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